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Abstract

This document describes how to use the SysOrb Network Momg&ystem once the server and agent programs
are set up successfully. If you have not yet a running Sys@rhes®, please consult the administrators guide first.
You will need some of this information in order to configure BysOrb Agent fully. This document addresses the
3.4.1 release of SysOrb. For further information pleasi kitp://www.evalesco.com.
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Chapter 1. System Overview

The purpose of the SysOrb Network Monitoring System is toiaoservers, applications and devices in a network
by talking to the servers and retrieving information abautining services, current load, etc. This information
can be used by the administrators of the network to track dermeblems with their servers, document resource
utilization, etc.

1.1. SysOrb Components

The SysOrb Network Monitoring System consists of severgbmsoftware components, the responsibilities of
which are outlined below:

« TheSysOrb Server: This is the center of the SysOrb System. The Server can rgnobieck networked services
(such as web servers and mail servers) via NetChecks, Isualisd the central component to which the Agents
will report device information and statistics. The SysO#n&r is the central repository in which all statistical
and operational data are stored, and it is the entity in tleO8y System that will actively alert administrators
when problems arise in any of the monitored systems.

In the following text anode is any machine or device that can be monitored by SysOtinsiis a node where
the SysOrb Agent can be installed.

- The SysOrb Agent: In order to actively monitor local devices (such as hardelyjymemory, processor statistics
etc.) on networked systems, those systems must run the Sysgent. This program will gather operational
information from the system on which it is running, and répbese data to the SysOrb Server for further
processing. In case of failures (such as a harddisk runoihgf a crashed service process), the SysOrb Server
can actively alert the administrators of the particular hiae that reported the failure.

- The Web Interface: In order to allow easy access to the monitoring data and thefiguration of the SysOrb
System from anywhere and from any platform, the Web-bastlfate is provided. This User Interface ships
as a part of the SysOrb Server, and is usually (but not nedlg3san on the same physical machine as the
one running the SysOrb Server. In order to fully use and cardignonitored services or devices in the SysOrb
System, all you need is a computer with a web-browser capdlalecessing the SysOrb Server computer.

- ServerCluster: A powerful feature for high availability environments: Twior more) SysOrb Servers can be
configured in a ServerCluster, to provide on-line mirroroiglata sets, transparent fail-over in case one of the
servers should fail, and automatic load balancing durimgiabprocessing.

Note: While it is perfectly possible to have the ServerCluster running different operating systems in the
same cluster, the accuracy of network delay measurements may decrease due to different capabilities of the
OS’es.

1.2. Users, Groups and Paths

The SysOrb System has a concept of Users, Groups and Patlfiswtdor different groups of people to be alerted
in case of alerts raised on monitored node.

A User is a person with access to the SysOrb Network MonigpBgstem. This person has a username and
a password. By means of the username and password, the mpers@tcess status information on the SysOrb
Network Monitoring System.

© Evalesco A/S 1



Chapter 1. System Overview

A User can have a number of Paths. A Path describes a way tiSietwork Monitoring System can notify the
user of a warning or an alert. A path can be the phone numbenwifreerical pager, an e-mail address of a mailbox
or the phone number of a cellular phone belonging to that user

A Group is the logical entity that is notified when an alertagsed. A Group can refer to zero or more Paths. This
basically means that if machimeail.sysorb.com causes an Alert in the SysOrb Network Monitoring System,
this can cause one Group to be notified. This Group could #fento the Paths of a few administrators responsible
for that node.

While this system might seem a little complex at first glariicéoes give the user a powerful way of notifying the
right people. When complex networks and systems are beimgtaned the use of paths is a great help as it allows
SysOrb to notify users in different ways depending on whatimgs and alerts have been raised.

1.3. Alert concepts

In SysOrb there are two alert strategies. The most simplesotieimmediate strategy. When a node or a check
is configured to use thienmediate strategy, SysOrb will send out an alert the first time the kl@anode fails.
This is especially useful for checks such as uptime, propessence, RAID status and other checks which have no
natural fluctuation (that is, just one bad reading meansstiraething is really wrong).

The other alert strategy BcoreK eeper. ScoreKeeper is useful when SysOrb is monitoring sometthiagsporad-
ically peaks above the set limits. For example, if the nekwesponse time to some remote node is monitored, and
the maximal delay is configured to be 10 ms, we do not usualht aa alert if the delay sporadically exceeds this
limit. It may be just one single packet that was delayed, smeékiough it may be way above the acceptable delay
limit, it is still acceptable because it was a one-time ieatd

In order to work with this kind of fuzzy limits, a score is kdpt each node and each of it's checks.

The ideal score is 0. A score can never go below 0. If a cheaktseis a warning, the score will be incremented
with some specified value, until the Warn Ceiling is hit. Ifteeck results in an alert, the score is increased further
until the Alert Ceiling is hit. The score can never exceedAlet Ceiling. If the check succeeds, the score will be
decremented with some value, until it reaches 0 again.

All the scores are updated every five seconds. The scoredetad based on the last known value from each
check.

When you choose to configure a new node in the SysOrb Networkithbting System, you will be given the choice

of specifying the mentioned limits and increment / decrenvaiues. The node’s limits are used as limits for all
the checks on the node. The increment / decrement valuesadbntare defined for each check on the node. This
is because they are used to increment / decrement the sctite associated check only. All the check scores are
checked against the node’s limits. If the limits are exceletiealert can be issued. The default values are perfectly
appropriate for most uses, so you need not try to understendedeper relationship between the values and the
way warnings and alerts will work. If you do, however, dedidehange these values, you have to be certain of the
consequences of the changes as a mis-configured systent iwarée than a system running with a sub-optimal
configuration.

We recommend that you leave the score and warning / alettidgealues to their defaults, and only change them
if you both understand what the change will mean, and agthalve a need to change them.

1.3.1. Alert acknowledgement

Sometimes a check may enter alert state and leave againddygthat you may risk nobody notices. Of course,
if SysOrb is configured to send out email alerts, it will sem& mo matter how brief the alert state was. But the
email can get lost, or the user may have requested not toreaceire that one SysOrb mail every half hour, and if
he has got one recently, he may never receive an email fopdnigular alert.

© Evalesco A/S 2



Chapter 1. System Overview

To be absolutely sure, that no alerts go unnoticed, SysQotvslan option called Alert Acknowledgement to be
enabled per check. When that is enabled, the check will stalert state, even if the original cause of the problem
goes away.

This could be useful on a process presence check for instéitite operating system restarts a given process after
a short period of time, but you still want to notice, if it hasem missing. In that case enabling Alert Acknowl-
edgement will result in a red icon showing up as soon as theggrostops, and staying red even when the process
starts again. After the process has started you must etkplciknowledge the alert through the web interface for
the icon to revert to green.

Some checks (currently only LogChecks) makes no sense wtidiert acknowledgement enabled. That is so be-
cause a bad log line appearing in the log, is treated by Sya©aln instantaneous alert state, returning immediately
to good state awaiting the next line to be appended to théNity.alert acknowledgement enabled it will of course
stay in alert state until a user explicitly acknowledges.

1.4. Domains

An important feature in the SysOrb Network Monitoring Systis the use of domains. Domains are a logical way
of distinguishing between separate parts of your netwook.dan monitor nodes on completely different networks,
or for different customers or departments, from the sam©®8yServer without confusing the various nodes.

Domains in SysOrb are not only used to sort the monitored sidtley also allow you to classify SysOrb users.
The domains you create will exists in a top-down hierarchiclonly allows your users to look down through the
tree, not up. In that way you can define a number of domainstwiilt be unaware of each other.

An example of how a set of domains could be configured is:

ROOT DOMAIN

™

OFFICE

%7 B
2ze 3t

You, the administrator of thRoot Domainwould be able to see all three domains and your adminigtrafiivi-
leges from thdRoot Domairis the same irBerver roomOfficeandAccountingdomains. Users and administrators
defined specifically in th&erver room domain will not be able to see theffice or the Accountingdomains.
Likewise, users irAccountingwill not be able to see th®fficeandServer Roondomains. Since thAccounting
domain is created as a subdomain to @fécedomain all users fron®fficewill be able to see their own domain
andAccounting

Apart from managing users and nodes, domains also handleslitg and as such can be used to limit how many
SysOrb Agents the SysOrb Server will allow in a given domainis comes in useful when administrators of
subdomains are free to add SysOrb Agents without consutimgdministrator of thRoot Domain

This function is typically used by service providers, aslitwas the provider complete control over the amount
of licenses each customer can use. This allows the custartieohtrol over the monitoring of his/her servers,
without allowing him/her to use up all the service provid@snses.

© Evalesco A/S 3



Chapter 2. Getting started

When you have a SysOrb Server and Web-Interface instaltedigtired, and running (as describedime Admin-
istrator’'s Guidé, you should be ready to log on for the first time. By now youwdtdde able to get the SysOrb
Login Screen in your browser. If you do not have this logireser, please consult the Administrator’s guide again,
or ask support@evalesco.com > for help. From here on we assume that you have a working Webféce and
Server installation.

2.1. First Login and default password

lo Edit View Go Bockmarks Tools Help

File
@~ 2 -« . @ [ nhipsabatossintern sysorb.comksmsofindex ogi7path- 1 |

The SysOrb login screen.

The default configuration of the SysOrb Server creates oo@ust. You can use the username and password given
below to login to the SysOrb Web Interface running on yourCaysServer:

« Username: admin
 Password: admtest
« Domain: (nothing - leave blank)

You should now see the Overview page, with two domaiRmat domairandSysOrb Servgr The domain SysOrb
Server contains a node representing the SysOrb Servdy litsels currently of little interest.

2.2. Changing default password

Theadmin account has a standard password which you should changedianity reasons. To do this log in with
the username, password and domain given above and go ©athigguration section by using the navigation
buttons at left side of the page. This will give you a list of things configured in your SysOrb system.

Select theedit option for the useadmin and you will get a list of options that can be edited for tharugnter
your new administrator password in the fielBassword and Password again and press th©K button at the
bottom of the page. The password has now been changed.

2.3. Auto-discovering Nodes

To quickly setup monitoring for nodes on the network, you uaa the auto-discovery feature of SysOrb. This is
explained inChapter 5

© Evalesco A/S 4



Chapter 2. Getting started

2.4. Interpreting SysOrb graphs

Once the first checks have been set up and data are flowingyis@rB, you can click on the status line for a check
to see the historical data stored for that check.

Overview for Root domain -> intern -> Back office (backoffice) -> AgentChecks on blackbird.ewan.evalesco.com
Node: blackbird.ewan.evalesco.com
Summary
newcrecks. | AgentChecks
| AgentChecks
Incident lag
Node Info

ast update: Thu Jun 7 11:01:58 2007

Selectall: []

AgentChecks on blackbird.ewan.evalesco.com

Name Comment Status (W]
57 Load response ks Click to see graph
%5  Temperatures ks Click to see graph

Custom AgentChecks

MName Comment Status O
# DB dump age rscds  Check OK kz11.0 h O
# DB dump age wikidb Check OK k2 11.0h O
1 Debian upgrades Check OK ks O O

A list of agent checks on a node - clicking on the status linkkdisplay the graphs of actual historical data

There are several types of graphs in SysOrb, because tlesewral types of data that can be monitofeoin-
tinuousdata such as temperatures, disk space, response timesalis@ayed as curves in a coordinate system.
Enumerationdata such as RAID disk status, switch port status, procesepce etc. are displayed on a special
"time line" with colored areas depicting both the actuald@a value of the check ("degraded”, "missing" for
RAID for example) and the status of that value ("warningtet#l for example) Uptimegraphs provide a flexible
display of how long a system has been up, and when it has rethoot

2.4.1. Continuous graphs

Continuous graphs hold a lot of information. In its most dienform, the graph will show the evolution of a
single check result over time. At the top of the graph, a lineves "Min", "Avg" and "Max" numbers; these are
the minimum, average and maximum numbers recorded in thedognown. Please note, that the deep-blue curve
drawn represents averages over shortintervals, and tirertée top and the bottom of the curve may not correspond
to the "Min" and "Max" numbers printed at the top of the gralshorder to actually see the real minimum and
maximum values too, one can click the "Show min/max" chegldidhe very left of the web interface (not shown
in the images here).

2007/05/31 11:24 to 2007/06/07 11:24 (1 week):

Gils Min: 25.7 GiB fvs: 33.6 Gib Max: 33.3 GiB
40.0
5.0
< >
30.0
0T 3 5 71
un 2 Jun un 4 Jun Hn 6 Jun Hn

A very simple check; free space on a filesystem, as it has edalver time

Looking at another graph with slightly more "violent" ch@sgone will be able to see the blue shade representing
the minimum/maximum interval around the deep-blue curaértepresents the average. Remember, the blue shade
can be switched on and off using the "Show min/max" checkbothe left side of the web interface.

© Evalesco A/S 5



Chapter 2. Getting started

2007/06/06 12:53 to 2007/06/06 13:53

GiB Min: 9.27 GiB fivg: 9.75 GiB Max: 9.80 GiE
10.0
o.8
= B
9.5
9.2 13:00 13:20 13:40
: 13110 : 13130 : 13:50

Notice the blue shade around the deep-blue curve arounthtbe then the curve changes a lot

Warning and alert thresholds are also shown on the contsxgmphs. In the following example, the check has
"Warn when above" set to 400ms and "Alert when above" set Gor80

2007/06/04 05:54 to 2007/06/04 20:20
M Min: 16 ms Avg: 26 m3 Max: 913 ms

1005
.

1]

3 L] e

200
s B B i el ¢l el i

0+
06100 - 1000 12500 1400 16200 1500 20500

The red shaded area symbolizes the area in which the chedll i¥ein alert state with the current thresholds. The
yellow shaded area symbolizes the area in which the checldvib@uin warning state with the current thresholds

Packet loss on for example ICMP Ping checks (or other losat#, dlepending on the check type) can be shown
in the continuous graphs, if the "No response %" checkbohdked.

2007/06/03 16:50 to 2007/06/03 17:50

ms Min: 16 ms Avg: 30 mz Max: 441 ms

F00
T B B =
400 I' l'
300
4 N W

200
100 1 — -

o+

17100 17:10 17:20 17:30 17140

The dark-red shades from the top of the graph symbolize pémé® On most of the graph, the packet loss is 0%
because there is no dark-red shade; but from 17:10 till @rddm25 we see from zero to 50% packet loss

2.4.2. Enumeration graphs

Enumeration graphs depict the state of a check over timefdllogiing graph shows the results of a SAF-TE SCSI
enclosure disk check. There are two colored areas in the eration graph; the tallest top area displays the check
result ("No error”, "Rebuilding", "Predicted fault", exevhile the shorter bottom area is either green, yellow or red

© Evalesco A/S 6



Chapter 2. Getting started

and displays the SysOrb alert status ("ok", "warning", (e

2007/05/28 07:15 to 2007/06/01 17:23
29 May 31 May

30 May 1 Jun
~) ___!__ E
N error [ rebuilding [Hrredicted Fault [JFailed [ Inactive
[ tot. present. Mot in RAID = other

Most of the time, this disk has had "No error" which resultedn "ok" status (green). From around mid-day on
May 30th till almost midnight, the disk was "Not present” einiresulted in "alert" status (red).

Notice how the legend explains all the possible statesgalith a pictogram that shows a small sample of the two
colored areas; just by looking at the legend, we can see adletl" status (gray over red) would result in an alert
whereas "Rebuilding” (pink over yellow) would result in arwimg being sent.

2.4.3. Uptime graphs

Uptime graphs provide a quick overview of how long a giveriayshas been up and running, when it last rebooted,
and how frequently it is rebooting.

2006/12/06 13:10 to 2007/06/07 14:10 (6 months):
Boot time
1 Dec 15:15:47 17 Jan 10:12:41

16 Apr 09:35:01 7 May 09:05:47

7 May 08:10:44 [8 s, 12n aon 13 May 22:00:02
14 May 09:44:17 1k 10m 14 May 10:54:19
14 May 11:07:19 ‘ days, 1h 21m 16 May 12:25:57

16 May 12:36:32

From the bottom-most bar, we can see that this particulaesyswas last booted on May 16th around 12:36 and
has been running for a little more than 22 days so far

The left-most text displays the time of boot. The text to tightof the bar displays the time of system shutdown.
The text printed on the bar shows for how long the system wasthp length of the bar is proportional to the
length of that interval. It is thus quick to see if a systemebaoting consistently (for example every 49 days or
every sunday morning) or if it reboots randomly.
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As mentioned irChapter Ithe SysOrb Network Monitoring System relies on domainsygsoand paths to notify
the right persons about warnings and alerts. Whenever d@nsataused by a machine in a domain, a group will be
alerted and messages will be sent to every one of that grpafs.

3.1. Domains

To properly manage the use of domains in SysOrb you need tw kndecide a few things about the part of your
network you wish to configure as a domain.

Most of the following options concern the maximum allowednter of various things in the domain. This is only
relevant if multiple administrators work in different doms, and the super-administrator wants to impose limits
on the number of resources each of the lesser administistiorsd dispose of. Every limit should be interpreted
as a bound on the number of nodes in this domain and all of hd@uains, the subdomains may themselves
have limits, but still the constraints on the outer domait ke enforced. The limits on the outermost domain is
ultimately determined by the license, and of course canaseh by any administrator.

« Domain name: this is the name by which you will know the domain. We recomtheusing
human-understandable names like "Development", "Mangétdr well defined abbreviations. Please note that
domain names are no longer case sensitive.

- Information URL.: If you have additional documentation regarding this danfai the operators, you can supply
an URL here, and SysOrb will show a link to the documentatiorttee various listings where this domain
appears.

« Max total nodes in domain: this is the maximum number of nodes allowed in the domaith BysOrb Agents
and nodes with only NetChecks count toward this number.

If set toUnlimited any number of nodes can be created in this domain.

« Max NetCheck’ed nodes: this is the maximum number of nodes in the domain, that camdeitored using
NetChecks. Note, however, that an AgentCheck’ed host sarba monitored using NetChecks without counting
towards this limit.

If set toUnlimitedany number of nodes may be NetChecked, while observing tinedimit on the total number
of nodes, as well as any limits on outer domains.

+ Max SnmpCheck 10 nodes: this is the maximum number of nodes in the domain, that candr@tored using
up to 10 SnmpChecks. Note, however, that an AgentCheck’stidam also be monitored using SnmpChecks
without counting towards this limit.

If set to Unlimited any number of nodes may be SnmpChecked with up to 10 checks, eldserving the limit
on the total number of nodes, as well as any limits on outeraiosn

« Max SnmpCheck Unlimited nodes: this is the maximum number of nodes in the domain, that candrétored
using an unlimited number of SnmpChecks. Note, howevet ghagentCheck’ed host can also be monitored
using SnmpChecks without counting towards this limit.

If set toUnlimited any number of nodes may be SnmpChecked, while observingtiteoh the total number of
nodes, as well as any limits on outer domains.

« Max AgentCheck’ed nodes: this is the maximum number of SysOrb Agents that are allot@echeck in to
the new domain on the SysOrb Server. This option is usefuddatrolling how many SysOrb Agent licenses a
given domain can use.

If set toUnlimitedany number of hosts can check-in to this domain, while obisgithe limit on the total number
of nodes, as well as any limits on outer domains. This alsow#zat it would be possible for an administrator
of this domain to use up all the AgentCheck licenses.
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« Scheduled downtime: Some node are only used in certain periods, for instandaglumorking hours. SysOrb
can be instructed only to send warnings and alerts duringetperiods. It will still perform the checks around
the clock for statistical purposes, just not send warningaerts outside working hours. Setting the scheduled
downtime of a domain, will pass the scheduled downtime omyonaachines (or subdomains) in the domain. So
this is an easy way to have downtime configured the same waydoy nodes..

You configure this by specifying all the time intervals of tweek, for which SysOrb shoulibt send warnings
or alerts. For instance if you want SysOrb to monitor the diorfram 8 am to 4 pm every workday, you would
add downtime intervals from 0:00:00 to 8:00:00 and from 080 to 23:59:60 on each of Monday to Friday,
and one interval from 0:00:00 to 23:59:60 on Saturday anai&yn

« Unexpected downtime: When SysOrb detects a problem with many machines in a dof@ajndue to a router
failure), you sometimes know that someone will deal withtis@me specific later time. You do not want to be
flooded with SysOrb messages until then. In that case yousmthese fields to instruct SysOrb not to send any
warnings or alerts regarding all nodes in this domain uptihs later point in time.

Using the drop-down box labelddiomain down you can select that all the nodes in the domain will be down
for 1, 3, 6 or 24 hours. You can also select the option namedil"Uand enter a date and time in the text field to
the right.

When enabling unexpected downtime you can choose to let Byséhd a notification to anyone ordinarily
receiving warnings or alerts regarding this node. This toawplished using thBlotify group drop-down box.

3.1.1. Adding domains

Ele Edit Wiew Go Bockmaks Tools Help

@- @ & © [0 ntpwrabaossintem. exogrpath=12.1.1 had]

SYSORB sy |

i
Gt
i ows.
oty

To add a new domain, do the following:

+ SelectConfigure from the navigation buttons at the left.

- Click you way through the domain tree until you have seletiteddlomain under which you wish to create a new
domain

- Press théddd domain button.
- Fill out the information about the domain as described above

« Press th@®©K button to accept the new domain or tBancel button to cancel.

3.1.2. Editing domains

To change the options for a domain, do the following:

« SelectConfigure from the navigation buttons at the left.

+ Click you way through the domain tree until you have seletiredlomain where the domain you wish to edit is
located.

+ Select theedit option for the domain you wish to edit.
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« Change the options for the domain.

- Press th@®©K button to accept the changes or thancel button to discard the changes.

3.1.3. Deleting domains

To delete a domain, do the following:

+ SelectConfigure from the navigation buttons at the left.

« Click you way through the domain tree until you have seletireddomain where the domain you wish to delete
is located.

«+ Click theDelete link to the right of the domain.

- You will be asked to confirm the deletion of the domain. Pres®ielete button to delete the domain &ancel
to keep the domain.

3.1.4. Domain representation

When you are just using the Web-interface, you normally woeéd to know how to represent a path to a domainin
text. This is however nessesary when you configure the SyA@eht, or when you wish to log in to a subdomain.

The root domain is represented as a dot ("."). A subdomaihdadot domain, is represented by it's name alone
(eg. "world"). Subdomains to this domain is representedlbtha names from the parent domain, separated by

dots with the outermost domains to the left (eg. "world.awarits.europe”).

Sys0rb 2.4.2 - Login - Nl Firebird

File Edit Yiew Go Bookmarks Tools Help
@~ -2 @[ htpifabatoss.intern.sysorb comksmsofindex.cgi?path= 1 % |

SYSORB' ..

NETWORK MONITORING SYSTEM

Example of a login in the root domain
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File Edit Wiew Go Bookmarks Tools H

v () - @ . @ http/falbatross.intern.sysorb.comicsmsofindex.cgi?path= 1 /|
2 T @ P qrvp

NETWORK MONITORING SYSTEM
Login

Userriame: customer
Fassword, F ******
sys0r Damain: [customers bigfirr

Server. albatross 1770
PO Mo =

K

Example of a login in a subdomain

3.1.5. Quick links

Quick links makes it possible to add links to the navigatian dn the left in the web interface. The URL's asso-
ciated with the links can contain special variables that gét substituted with appropriate values. E.g. the link
http://www.helpdesk.com/index.cgi?node=$node$ willhthe $node$ part substituted with the id of the current
node.

Quick links are associated to a domain. Every user of thisalorman see these links. Users in subdomains can
only see the links if the links have been markésdible in subdomains.

A Quick link has the following properties:

+ Quick link name: This is the name that will be shown in left bar in the web ifdee.

« URL: This is the URL that the link should point at. The URL can @ntvariables that will get substituted as
decribed above. There are several variables is definedhéuhbst useful ones are: $domain$, $user$, $node$
and $version$.

- Visible in subdomains: This checkbox indicates whether the link is visible for ngs@ subdomains of this
domain.

For Adding, editing and deleting a quicklink use the follagisteps:

- SelectConfigure from the navigation buttons at the left.

+ Click you way through the domain tree until you have seletteddomain where the domain you wish to add
links to is located.

+ Select theedit option for the domain you wish to edit.
- Select theQuick links button to list the currently available quick links.

- Select theAdd Quick link button to get to the link creation page. Seledit next to a existing link in order to
edit it. Selecidelete next to a existing link in order to delete it.

« When adding or editing a quick link. Fill the properties asaéed above and cligkk.
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3.2. Users

Each user is, when created, assigned to a specific domaimhandér and his or her user rights will be inherited
down to any subdomain.

The information stored about a user, can be categorizedhnée groups. It is either basic information about the
user (e.g. name and rights), paths, or preferences.

The basic properties for a user are:

« Login name: The name the user must use to log in to the system.
« Real name: The users real name. Only used as a help for the administrato
- Password: The password the user must use to log in to the system.

Apart from these basic properties, the user has as set obititipa, which determine which actions the user are
allowed to undertake within SysOrb.

- View information: This capability allows the user to view the results of thef@aned checks, all public gener-
ated reports, and public views.

Default valueOn

Note: If this capability isn’t selected, the user will not be able to login to the user interface.

- Edit and delete oneself: Allows the user to edit his or her own information, includinis or her password, and
to delete the user account. This doesallow the user to edit his own capabilities.

It also gives the user the right to add and edit his own vievdsadert paths.
Default valueOn

- Downtime, acknowledge and reset scores: Enabling this allows the the user to set downtime, ackndgde
alerts and reset scores on both nodes and checks, but novisthehange any node or check settings.

Default value Off
- Execute AgentActions: This capability allows the user to start an AgentAction arode.
Default value Off

- Create, edit and delete other users: Lets the user administer other user accounts, changimgpagssword,
name etc.

A user with this capability can also create new users, buiaut the "Set capabilities” capability, the created
users will only have the rights to "View information”, and"tedit and delete oneself".

Furthermore, this capability together with the capabiiity Edit and delete oneself", will allow the user to edit
and view other users Views (as the user could simply deleteother user, and take ownership of his views
anyway). Without the capability to "Edit and delete onéseadther users private views can be seen, but not
edited.

In combination with the capbaility to "Create, edit, delatel generate reports”, this capability allows the user
to view and edit the private reports of other users.

However, the user is only allowed to edit a private view oomepf the owner of the view or report is from the
same domain or a subdomain of the users domain. This mears.gh# a user from the Root domain creates
a private report in the Customer.A domain, then a user witbagdabilities enabled, will not be able to edit this
report. This can only happen if the view or report has "Puddiit" enabled.

Default value Off
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- Create, edit and delete domains: Allows the user to edit or add new subdomains to his oi@rgin Domain
It also allows the user to create or edit QuickLinks and Repeaders/footers in his Origin Domain and all
subdomains to this.

If the user is located in the root domain, it also allows hienfto import MIB-files into the SysOrb Server.
Default value Off

- Create, edit and delete nodes: Lets the user configure nodes in his or k#igin Domainand all the sub-
domains. It also allows the user to edit and configure Nodeseka created in the Origin domain or one of its
subdomains.

This option also allows the user to acknowledge alertst seses, and configure downtime, but only for nodes.
Default value Off

- Create, edit and delete checks: Allows the user to configure what checks should run on tHemiht nodes in
the accessible domains. The user is also allowed to credtecinNodeViews on all accessible nodes.

Lastly, it allows the user to acknowledge alerts, resetecand configure downtime for checks.
Default value Off

- Create, edit and delete groups: Lets the user administer groups and assign alert pathese th the accessible
domains.

Default valueOff

- Create, edit, delete and generate reports: Lets the user create templates for reports and generatetsep
from them.

Without this option, the user is not allowed to generate drregorts, even if they have "Public Editable" set.
Default value Off

- Set capabilities (superuser): Lets the user change anything in the domain and its subd@mahis is effec-
tively a way of giving the user full administrative rightsanrdomain.

Default value Off

Note: No amount of capabilities can allow a user to access higher level domains. It is therefore perfectly safe
to give customers logins with administrative privileges in their own domain.

Security warning:  Enabling this capability for a user in the root domain will allow that user to give himself
Server setup capability, which will allow him to run arbitrary shell commands on the SysOrb server.

+ Setup grid configuration (superuser): Allows the user to create stations, links, mount points exjbrts.

Note: This capability only affects users in the root domain

« Setup SysOrb Server and ServerCluster (superuser): This capability only affects SysOrb users in the root
domain. When this is enabled the user will be able to setupessmarver/cluster-wide parameters of the SysOrb
server, currently only which Custom AlertPaths will be dadle, and what command to execute.

Default value Off

© Evalesco A/S 13



Chapter 3. User management

Security warning: Enabling this capability effectively allows the user to execute abitrary shell commands on
the SysOrb server (through Custom AlertPaths).

When adding new users to a domain you especially need to eéutarith the Allow user to set capabilities
user right as this will allow the user to change anything endbmain and its subdomains. TAkow user to view
information can in most cases be left at its default settin@afas this user right is what allows the user to actually
read the information stored by the SysOrb Network Monitgpi@ystem.

3.2.1. Adding users

Eile Edit View Go Bookmarks Tools Help
@~ 2 @ o @[ htpdabatrossinternaysorb.comksmsolindex cgi?path=1.2 3,18 server=alba /]
. B
NETWORK MONITORING SYSTEM g * |
B Sonfossin Sect ol e
W Gonfigure I domain Root domain
[l views Losin rame ,—
| Logout Feal name
Fassword! l—
Fassword again l—
Capabilities
Allow user 1o set capabilties. I
Al user to edit and delets himself. =
Al user to acknowledge alerts r
Allow User to execute Agentiastions: r
Allow user 10 create, edit and delete other users: I
MMl user to create, ecit and delete domains r
Al user to create, ecit and delete nodes: r
Ao User to create, edit and delste checks: r
Allow user 1o create, edit and delete groups. I
Al user to create, e, delete and generate reports: [ I
Al user to view information =
e (Gancelf /

To add a new user to the SysOrb system, do the following:

+ SelectConfigure from the navigation buttons at the left.

« Go to the domain in which you wish to create a new user.

+ Press thé\dd User button.

+ Specify aUsername, Real Name, Password andPassword again for the user.
+ Assign user rights, see description above.

- Press th®©K button to add the new user or tlancel button to cancel.

3.2.2. Editing users

To edit a user, do the following:

- SelectConfigure from the navigation buttons at the left.

+ Select the domain where the user you wish to edit is located
+ Select theedit option for the user.

« Select eitheBecurity or Preferences.

- Perform the needed changes.

« Press th@®©K button to accept the changes or thancel button to discard the changes.
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3.2.3. Deleting users

To delete a user, do the following:

SelectConfigure from the navigation buttons at the left.

Select the domain where the user you wish to delete is located

Click on theDelete link places to the right of the user you wish to delete.

You will be asked to confirm the deletion of the user. PresDlete button to delete the user a@hncel to
keep the user.

3.3. Preferences

vyt Systb Demol
File Edit View Go Bookmarks Tools Help

@~ D-@ 2 & | http/albatross.interm.sysorb.comiksmso/indes ogi?path= 1.2.3.2.3&domain=C_4|

SYSORB" sz ||
NETWORK MON(TORING SYSTEM -

|| Ovenview.
Blconfiqure.d

Vi
W ETT T  Disable navigation links at top of I
st © Prafences | =

O Capel

/!

Each user has the option to set a few preferences with reg&alt the Web Interface works in the preferences:

+ Use java for tool selection: Enabling this option will add @ools column on the overview page. In this column,
a Java-applet will appear, allowing you to select an extéowhto use on the corresponding host. &fapter 8
for more information.

Default valueOff

- Disable navigation links at top of page: Enabling this option will result in the removal of the "bdeEaumbs"-
links at the top of the page. This can be useful when using thie Miterface on small screens.

Default value Off

3.4. Paths

Paths are used by the SysOrb Network Monitoring System tb @ders of problems with the nodes being moni-
tored. In order for SysOrb to send an alert to a specific usat user must have at least dPeth configured.

A path has the following properties:

« Alert method: specifies how the user should be alerted: by e-mail, with\i§ Siessage or through a numerical
pager.

« Send to: a string holding the destination of the alert. The intet@iion depends on the alert method. For the
'HTML e-mail’, 'SMS via. e-mail gateway’ and 'Plaintext e-ail’ methods this field should contain the e-malil
addresses to send to. For 'Num. Pager’ and 'Direct SMS’ iusthcontain the number of the pager/phone to
send to. For 'Custom’ method the content of this field is madslable to the script through an environment
variable.

- Suspend interval: defines the minimum time in second, that must pass betwemale#ts to this path regarding
the same node/check. You should choose a minimum interadivtiil avoid spamming of e-mail accounts,
cellular phones and pagers.
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- Suspend: The possible values are 'Per Node’ or 'Per Check'. If youad®w 'Per Node’, then the suspend
interval must pass between any two alerts concerning the sahe, even though they concern different checks
on that node. If you choose 'Per Check’, then the suspendvalteill only have effect on alerts about the exact
same check.

- Initial delay: When this value is set to anything other than zero, SysOHodelay alerts and warnings using
this path. Only when the check has been in warning or alete¢ &a more than the specified period, will the first
alert or warning be sent out.

- Initial delay for ? notification: When this value is set to anything other than zero, SysOltldelay notifications
about checks for which no result is available using this p@tily when the check result has been unknown for
more than the specified period will the first notification betse

- Repeat every: If a check stays in the same (warning or alert) state forghisod with no improvement, SysOrb
will repeat the alert natification. If you choose 'No repietit the SysOrb will only send alert notifications when
a check changes state (for better or worse.)

+ Use this path for alerts: When this is selected this path can be used to notify an dsirator about red alerts,
you almost always want to enable this setting.

+ Use this path for warnings: When this is selected this path can be used to notify an ddirator about yellow
warnings, you may want to disable this setting for e.g. yadiSSoath, in order to have only the most severe
events reported that way.

« Use this path for ? naotification: When this is selected this path can be used to notify an adtrator about
checks in an unknown state.

+ Use this path for ok notification: When this is selected this path can be used to notify an asirator about
checks returning to the green OK state.

+ Use this path for forecasts: When this is selected this path can be used to send notifitsaitiased on statistical
calculation, indications that something may go wrong inrtbar future.

If Alert method is Html e-mail Plaintext e-mailor SMSthe Destination field must be the e-mail address of a
mailbox or a SMS gateway. Klert method is Direct-SMS the Destination is the cellphone number to receive
the SMS-message. Mlert method is Numerical pagethe field not only contains the number of the pager but also
information on how long the delay is from a connection is medihe SysOrb can begin sending numbers to the
pager. Consulection 3.4.%elow for further information on how to accurately speclig Destination field.

Please note: In order to use Numerical pager a modem must be attached to the SysOrb Server, and the server
must be configured to use it. In order to use Direct-SMS a GSM-modem must be attached to the server.

3.4.1. Adding paths to a user

Flle Edit View Go Bookmarks Tools Help

@~ @ -4 - @ [ nhopsabarossintern sysorb.comksmsolindex ogi7patn- 1.2.3.2.1.1&domain= 7]

NETWORK MONITORING SYSTEM -

loveniew.
lConfigured
lviewsod
ltogout

0K Cancal

To add a path to a user, do the following:

« SelectConfigure from the navigation buttons at the left.

- Go to the domain where the user you wish to edit paths for istémt
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- Select theedit option for the user.

« Press thédd Path button just below the list of paths.
+ Select the desireflert method.

- Specify theDestination of alerts sent to this path.

- Define theMin. delay. The default value 0f.800should be appropriate in most situations and means that a
specific check can only send alert messages every 1800 set rf#ndites). This is to prevent the user from
being flooded with alert messages.

« Choose which types of alerts the path can be used to send.

+ Press th®©K button to accept the new path or tBancel button to cancel.

3.4.2. Testing paths

To test that alerts can be sent to a specified path, do thevialip

« SelectConfigure from the navigation buttons at the left.

- Go to the domain where the user you wish to test paths for atdakc
+ Select theedit option for the user.

+ Select theTest option for the path to be tested.

A test message will now have been sent to the path and youdshexify that it is received at the desired destination.

Please note: The time before the message arrives varies a lot. Especially with SMS-messages via. email-
relays, the delivery time depends on your cellular network operator.

ServerCluster note: All the servers in the cluster will test the path simultaneously. So if you run a cluster of two
nodes, you will receive two emails, if both servers are configured to send email. This is different from previously
versions of SysOrb.

3.4.3. Editing paths

To edit a path, do the following:

« SelectConfigure from the navigation buttons at the left.

« Go to the domain where the user you wish to edit paths for istémt:
+ Select theedit option for the user.

- Select theedit option for the path to be changed.

« Make the needed changes.

+ Press th®©K button to accept the changes or thancel button to cancel.
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3.4.4. Deleting paths

To delete a path, do the following:

« SelectConfigure from the navigation buttons at the left.

- Go to the domain where the user you wish to delete paths focatéd.
« Select theedit option for the user.

« Select theDelete option for the path you wish to delete.

« You will be asked to confirm the deletion of the path. PressXblete button to delete the path ai@hncel to
keep the path.

3.4.5. Using Numerical Pagers

When configuring a path to notify a numerical pager, the gteintered in th®estination field will be sent directly
to a modem connected to the SysOrb Server. This means thatyouse modem commands to bypass outgoing
switchboards, wait if a message is being played by the madmriswering the call and the like.

Some of the most common commands to use are:

- w: tells the modem to wait for a dial tone before proceedindpit rest of the string. This is useful if you need
to press a specific series of numbers to get an outside line.

+ , (comma): tells the modem to wait for two seconds before prdirey with the rest of the string. This is useful if
the machine relaying the message to the numerical pages alagice message, eg. "Please dial your telephone
number followed by a # sign after the beep". Several commasrow will create a longer delay, two seconds
per comma.

If, for example, you want the SysOrb to send the mesgagt a numerical pager with the telephone number
12345678 and know that you have to wait approximately 7 seconds bgfouecan send the actual message you
would use the destination (assuming you terminate the rgesg#h a# sign):

12345678,,42#

Note: When using a numerical pager as a path you should first check how to dial the pager’s number and
the length of any needed pause between dialing the number and being allowed to leave a message. Also, you
should check how the receiving machine expects the message to be ended.

3.5. Groups

SysOrb organizes Paths into groups to ease setting up wiéh should receive alerts concerning which nodes or
checks. Each Path can be member of multiple Groups, but emshand check can be assigned only one group to
which alerts should be sent.

Each group contains the following information:

« Group name: the name of the group

. List of paths: a list of where messages should be sent when alerts ard.raise

© Evalesco A/S 18



Chapter 3. User management

3.5.1. Adding groups

& 5,50
Flle Edit View Go Bookmarks Tools
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To add a new group to a domain, do the following:

- SelectConfigure from the navigation buttons at the left.

+ Click your way to the domain in which you wish to create a neaugr

« Press thédd Group button.

- Specify aGroup name and select the paths that should be a part of this group.

+ Press th®©K button to accept the new group or t@ancel button to cancel.

3.5.2. Editing groups

To edit a group, do the following:

+ SelectConfigure from the navigation buttons at the left.

+ Click your way to the domain in which you wish to edit a group

- Select theedit option for the group you wish to edit.

« Change the groups name, and add or remove paths as needed.

+ Press th@®©K button to accept the changes or tancel button to disregard the changes.

3.5.3. Deleting groups

To delete a group, do the following:

SelectConfigure from the navigation buttons at the left.

Click your way to the domain in which you wish to edit a group

Select theDelete option for the group you wish to delete.

You will be asked to confirm the deletion of the group. Presdlete button to delete the group ai@hncel
to keep the group.
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Being able to configure what checks to run on which nodes iobttee key features in the SysOrb Web Interface.
Basically there are three different kinds of checks you aarfigure:

+ NetChecks are checks that the SysOrb Server itself can perform to ctirecgerformance of a given service on
a node. This means that the node being checked does not aglgdsave the SysOrb Agent installed.

NetChecks range from simple ICMP ("ping") checks to mail/sechecks. It is not necessary for a node to be a
SysOrb Agent in order for a NetCheck to work from the SysOntv&e

- AgentChecksare performed by the SysOrb Agent which reports the restitteeqperformed checks on the host
to the SysOrb Server.

These checks are performed by the SysOrb Agent and incluskkston CPU load, free disk space, memory
consumption and similar information.

- snmpChecks are also checks performed by the SysOrb Server. This typeeufkccan test gauges, counters and
enumerations on SNMP capable devices, for example networteps, routers and intelligent switches.

Before you can configure the SysOrb Server to start mong@iSysOrb Agent there are a few things you need to
set up on the Agent. Please refer to &dministrator's Guide to the SysOrb Network Monitoringt8gsfor more
information on how to configure a SysOrb Agent to check in tpectic SysOrb Server.

When adding or modifying node information the following aised to specify how the node will behave and when
it will check in:

+ Node label: A name that you would like to see, on the various listingsmi8ysOrb. SysOrb does not try to
interpret this name in any way, it does not have to correportidd DNS name or WINS name of the node.

- Node dns-name/ip-address: The name by which the node will be recognized by the SysOrae®e

Note: If you are preparing the SysOrb Server for a SysOrb Agent it is important that this name is exactly the
same as the name specified in the configuration of the SysOrb Agent. If the two hostnames differ the SysOrb
Server will reject the SysOrb Agent. See the Administrator's Guide for more information on how to configure
the SysOrb Agent.

- Information URL: If you have additional documentation regarding this naatettie operators, you can supply
an URL here, and SysOrb will show a link to the documentatiothe various listings where this node appears.

« Check in every: This is only used for SysOrb Agents. It tells the SysOrb Adew often it should checkin. If
you are configuring a node without the SysOrb Agent instaifed should set this value Disabled

« Alert group: The group to notify in case of warnings or alerts. When caunfigg checks, their defaullert
group will be the same as this.

« Checkin alert Strategy: This allows you to select the method for determining whea@ministrator should be
alerted about the Agent not checking in. The two possiblaembrdmmediateand ScoreKeeperPlease refer
to Section 1.3For more information about how this works.

« Scheduled downtime: Some nodes are only used in certain periods, for instangegiworking hours. SysOrb
can be instructed only to send warnings and alerts duringetperiods. It will still perform the checks around
the clock for statistical purposes, just not send warningderts outside working hours.

You configure this by specifying all the time intervals of theek, for which SysOrb shoultbt send warnings
or alerts. For instance if you want SysOrb to monitor a sefnegn 8 am to 4 pm every workday, you would add
downtime intervals from 0:00:00 to 8:00:00 and from 16:@0t® 23:59:60 on each of Monday to Friday, and
one interval from 0:00:00 to 23:59:60 on Saturday and Sunday

20
© Evalesco A/S



Chapter 4. Host/Node Management

Note: If you have many nodes which should be monitored during the same set of intervals, you may consider
putting those into a domain, and configuring scheduled downtime for the entire domain.

+ Unexpected downtime: When SysOrb detects a problem on a node, you sometimes katvgdmeone will
deal with it at some specific later time. You do not want to bedkd with SysOrb messages until then. In that
case you can use these fields to instruct SysOrb not to senglaanings or alerts regarding this node until some
later point in time.

Using the drop-down box labelédbde down you can select that the node will be down for 1, 3, 6 or 24 hours.
You can also select the option named "Until", and enter a aiaditime in the text field to the right.

When enabling unexpected downtime you can choose to let Byséhd a notification to anyone ordinarily
receiving warnings or alerts regarding this node. This awplished using thBlotify group drop-down box.

« Community: This value specifies which SNMP community SysOrb shouldwisen checking this node using
SNMP.

« Protocol version: SysOrb supports both SNMP version 1 and version 2. If yowkwbich one your network
equipment uses, you can specify it here before scanningatthe. ©therwise SysOrb will first try version 2, and
if the node does not reply to that, then version 1.

- Port: If your SNMP equipment uses a port other than the standatdthén you should enter it here, to make
SysOrb issue its SNMP requests to that port for this Node.

« Scan: When you click this button, SysOrb will perform an SNMP walkthe node, thus making snmpChecks
available on this node.

After the scan, if you think that SysOrb did not find all the gibte checks that you think the network equipment
supports, you may want to inspect the incident log of the nétdill show if SysOrb skipped something,
because it does not have the required MIB's, if that is the gasi can consult the Administrators Guide for an
explanation on how to import MIB-files into SysOrb. You fingtimcident log by clickingdverview on the left
navigation bar and hitting the button labeledident log.

Apart from these options it is also possible to define how timeesof a node should be modified by how different
checks turn out. This is done through tBeore systeras described iSection 1.3Thesignedvalues defined in the
options below are added to the score of the host/node wheack slicceeds or fails.

« Checkin score: This is added every five seconds whenever the last checldrowéime. (must be negative)

« Missed checkin score: This is added every five seconds whenever the Agent has @sdets timeframe for
checking in. (must be positive)

- Warn at: When the node’s score or the score of one of its checks, igedthis level a warning message will be
sent to the appropriate paths.

« Warn ceiling: Checks resulting in warnings can never result in a scoreadkiag this limit.

« Alert at: When the node’s score or the score of one of its checks iseathisvlevel an alert message will be sent
to the appropriate paths.

« Alert ceiling: Checks resulting in alerts can never result in a score ekegéehis limit.
Note: The above values for the node warning and alert levels are aligned with how the checks modify the
node’s score and their default values are reasonable. If you decide to change these values make sure you

consider the new values carefully since incorrect values may result in too many or too few warnings and alerts.
See Section 1.3 for more information on how scores work.
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The page can also contain a button to release the key, thaetirer holds for the SysOrb Agent. This key is

negotiated when the SysOrb Agent contacts the SysOrb Senvire first time, so it can be used to authorize the
agent the next time it checks in. If the agent is reinstalled laas lost its key it is necessary to release the key, in
order for the SysOrb Server to allow the Agent without prowida key. It it also necessary to release the key, if
you have deinstalled the SysOrb Agent from a host, and yoh teisnove the SysOrb Agent license to another

host.

4.1. Monitoring a New Node
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Before you can begin monitoring using either AgentCheck{ecks or snmpChecks, you create a node in SysOrb

by following these steps:

+ Select theConfigure button from the navigation buttons at the left.

« Select the domain in which you wish to create a new node.

- Select theAdd Node button.

« Specify theNode dns-name/ip-address

- If you are not going to install a SysOrb agent on the hostcs@&éabled in the Checkin frequency field.
Otherwise select a frequency at which it should check in¢cstrver.

- Modify other parameters, if you want. The defaults shoulficaifor most users though.

+ Press th®©K button to accept the new node or Bancel button to discard it.

4.2. Reconfiguring a Node

To reconfigure the settings of a node, do the following:

- Select theConfigure button from the navigation buttons at the left.

+ Select theedit option for the node you wish to reconfigure.
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« Change the node parameters.
- Press th@®©K button to accept the changes or thancel button to discard the changes.

Again, remember to be careful when changing the optionstiuatify the node’s scores.

Deleting a Node

In order to delete a node, do the following:

Select theConfigure button from the navigation buttons at the left.
Navigate to the domain in which the node you wish to deletddesqul.
Click the Delete link, placed to the right of the node.

You will then be asked to confirm your action. Cho@salete in order to proceed with the deletion, aGdncel
to abort the deletion.

Once the node is deleted, all the licenses used by the nobasdlbe released, and can be used for another node.

4.4. Setting Up Checks

Before the SysOrb Server can tell you what problems, if dgret are on your network, you need to tell the SysOrb
Server what to monitor. The results of all types of checksstoeed by the SysOrb Server and are checked to see if
the host in question is behaving as expected. If abnormaehis detected a warning or alert will be raised.

4.4.1. NetChecks
These checks can be performed without a SysOrb Agent besteajled.

NetChecks on services are performed by using one of thesgt@pi's:

DNS: Asks a DNS-server to translate a hostname to an |IP-ad@medsnatches the returned IP-address with a
user specified list of valid IP’s.

FTP: Tries to log on the node’s FTP-server with a specified usaenand password. If no username is specified,
it is only checked that the FTP-banner is returned.

HTTP: Connects to an HTTP server on the node and tries to retrield#Rd. defined as part of the check.

ICMP: Sends an ICMP PING to the node and listens for a reply. THiggcly the same as thpeng-program
does.

IMAP: Connect to the node and examines whether the IMAP servanisimg or not. This is done by logging
in and logging out again.

POP3: Connect to the node and examines whether the POP3 seruanisig or not. This is done by logging in
and logging out again.

SMTP: Connects to the node and examines whether there is an SM& senning there or not.

Generic TCP: This simply tries to make a TCP connection to the specifigtiggothe node. If a connection can
be opened this check is considered successful.
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When setting up a NetCheck you can set the following options:

« Port no.: The portthe SysOrb Server should perform the check on.@diH checks this option does not exists.
Default value(Depending on type of check)

« Check name: A name by which you will recognize the check.
Default value(empty)

- Information URL: If you have additional documentation regarding this chfeckhe operators, you can supply
an URL here, and SysOrb will show a link to the documentatiothe various listings where this check appears.

« Check every: Number of seconds between each time this check should berped.
Default value(Depending on type of check)

- Alert group: When a warning or alert is raised this group will be notified.
Default value:As host

+ Alert Strategy: This allows you to select the method for determining whemdministrator should be alerted
about this check. The two possible values Bmenediateand ScoreKeeperPlease refeBection 1.3for more
information about how this works.
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- Acknowledge alerts: When this option is checked, the check will never returrmsdood state automatically.
This is instead done manually by an administrator. Thisieeiglly usefull for LogChecks. For more informa-
tion please refer t&ection 1.3

- Enable forecasting: When this box is checked, SysOrb will try to generate fosesabout how this check will
behave in the future. These forecast will be visible whenvirig a graph of the check, by scrolling into the
future. Please refer tBhapter Jor a full description on setting up forecasting.

- Warn on forecasts: Enabling this option, will allow the forecaster to send watrnings concerning this check,
if the forecast shows that the check will fail in the futuréneTwarning is sent out whenever the forecaster
completes a forecast. This happens once every half hour.

« Warn for how long in the future: This function tells the forecaster, for how long in the figtit should check that
the forecast is within the bounds specified for the checky@ré time-interval specified here will be checked.

- Warn only when estimated error is below: This option allows you to finetune how certain the forecaste
should be, before the alerts are sent out.

- Alert when above: If the response time of the check is longer than this valueovesider this check seriously
unsuccessful and raise an alert.

Default value(Depending on type of check)

« Warn when above: If the response time is below this value we accept the cheakiacessful. If the response
time is above this value we raise at least a warning if not art,as above.

Default value(Depending on type of check)

- Min value: When this value is set, the lowest displayed value whereegeaph for this check is being drawn, is
fixed at this value.

- Max value: When this value is set, the greatest displayed value wlegrgegraph for this check is being drawn,
is fixed at this value.

« Scheduled downtime: Some checks are only relevant in certain periods, for mtgtaluring working hours.
SysOrb can be instructed only to send warnings and alerisgltirese periods. It will still perform the checks
around the clock for statistical purposes, just not sendhings or alerts outside working hours.

You configure this by specifying all the time intervals of theek, for which SysOrb shoultbt send warnings
or alerts. For instance if you want SysOrb to monitor a sefneen 8 am to 4 pm every workday, you would add
downtime intervals from 0:00:00 to 8:00:00 and from 16:@0t® 23:59:60 on each of Monday to Friday, and
one interval from 0:00:00 to 23:59:60 on Saturday and Sunday

Note: If all checks on a node should be monitored during the same set of intervals, you can set up the
downtime intervals for the node, instead of for each check.

« Unexpected downtime: When SysOrb detects a problem on a check, you sometimes thradvsomeone will
deal with it at some specific later time. You do not want to bedkd with SysOrb messages until then. In that
case you can use these fields to instruct SysOrb not to sendraimyngs or alerts regarding this check until
some later point in time.

Using the drop-down box labelédbde down you can select that the check will be down for 1, 3, 6 or 24 hours
You can also select the option named "Until", and enter a aiaditime in the text field to the right.

« Good score: This value is added to the check’s score every five secohtiig last check was successful, i.e. if
the response time was bel&yarn when above

Default value:-5

- Warning score: This value is added to the check’s score every five secohdse ilast check resulted in a
warning, i.e. if the response time is betwa&arn when abovandAlert when above
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Default values

- Alert score: This value is added to the check’s score every five secohiti® fast check resulted in an alert, i.e.
if the response time is higher thatert when above

Default value20

In addition to these, some of the NetCheck types requiragdrameters.

« ICMP, SMTP: No extra parameters.
« HTTP: For the HTTP check you can specify which URL it should check.

Depending on how the node is configured, this can be done @ralavays. There is only one domain hosted on
the server, you can type the path to the page that SysOrbdshettieve, e.gisecret/web-db-test.php

If the node is configured to host several web-sites, you caecif§p the entire URL, e.g.
http://www.mydomain.com/secret/web-db-test.php

Note: The return code for the page that SysOrb checks, must be one of the 200-codes. E.g. an URL that
redirects the browser to another page, will result in failure of the check, as will a page that does not exist.

- IMAP, POP3, FTP: You may optionally specify the login and password of an act@n the monitored server.
If one is given SysOrb will try to log in and perform some basperation (like listing the mails/files). If not
SysOrb will just connect to the server, and wait for the Iggiompt.

« DNS: You must supply a dns-name to be resolved, and a comma segéish of numerical IP addresses. The
check is considered successfull if the monitored servaives the dns-name to one of the given IP addresses.

Note: The default values of dnstest.sysorb.com and 10.0.0.42 is a service, which allows you to check
the external DNS resolution works as it should. These values are guaranteed not to change.

« Generic TCP: You must specify if SysOrb should also wait for the conrmtto close, after it has been opened.
Most server applications detects immediate hang-up frahient, and closes willingly. But some do not, and
the check fails if you do not specify that SysOrb should nat fea the connection to close.

To enable a NetCheck on a node, do the following:

+ Select theConfigure button from the navigation buttons at the left.

+ Navigate through the domain tree until you reach the doméiere/the node is located

- Select theedit option for the node you wish to configure a new NetCheck on.

+ Press théetCheck button on the left.

+ Select the type of check that you wish to add, by pressingppeopriate button.

- Specify the check parameters for the NetCheck.

+ Press th®K button to add the NetCheck to the chosen node oCidwecel to discard the check.
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4.4.2. AgentChecks

In SysOrb the terngentCheclcovers a number of things on a host machine that can only lketdoy the host
itself by running the SysOrb Agent on it. Some of the checks ge able to monitor on hosts running SysOrb
Agents are:

- Free space: Monitors the amount of free space on hard drives and theolikéhe host.

- Freememory: Monitors the amount of free virtual and physical memory &4 as available swap space.
« System Load Average: The average system load (Unix).

« Process presence: Check whether a named process is running on the host.

« System Uptime: The time that has passed since the system was last booted.

« Logs: The SysOrb Agent can scan log files, and report wheneveeanitches given patterns.

Depending on the operating system of the host running th®®&yégent, it may support many other types of
AgentChecks. Please consult the SysOrb brochure for thistul

Any AgentCheck belongs to one of three groups. One grouptsdsia numerical value, such as free space, load,
temperature etc., we call these chechstinuous The other group results in one of a number of cases, such as
processes (present, absent), RAID (OK, degraded, faited)vwee call these checlenumerationsThe last group

is the LogChecks, which return a line.

All AgentChecks share the common configuration optionsdigtelow.
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- Information URL: If you have additional documentation regarding this chfeckhe operators, you can supply
an URL here, and SysOrb will show a link to the documentatiothe various listings where this check appears.

« Check every: Number of seconds between this check should be performed.
Default value:30

- Alert group: If this check results in a warning or an alert being raisesl gihoup will be notified.
Default value’As Node

+ Alert Strategy: This allows you to select the method for determining whemdministrator should be alerted
about this check. The two possible values Bmenediateand ScoreKeeperPlease refeBection 1.3for more
information about how this works.

- Acknowledge alerts: When this option is checked, the check will never returrhsdood state automatically.
This is instead done manually by an administrator. Thisieeiglly usefull for LogChecks. For more informa-
tion please refer t&ection 1.3

- Enable forecasting: When this box is checked, SysOrb will try to generate fosesabout how this check will
behave in the future. These forecast will be visible whenvirig a graph of the check, by scrolling into the
future. Please refer t8hapter Jor a full description on setting up forecasting.
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- Warn on forecasts: Enabling this option, will allow the forecaster to send watrnings concerning this check,
if the forecast shows that the check will fail in the futuréneTwarning is sent out whenever the forecaster
completes a forecast. This happens once every half hour.

« Warn for how long in the future: This function tells the forecaster, for how long in the figtit should check that
the forecast is within the bounds specified for the checky @ré time-interval specified here will be checked.

- Warn only when estimated error is below: This option allows you to finetune how certain the forecaste
should be, before the alerts are sent out.

- Min value: When this value is set, the lowest displayed value whereegeaph for this check is being drawn, is
fixed at this value.

« Max value: When this value is set, the greatest displayed value wlegrgegraph for this check is being drawn,
is fixed at this value.

« Scheduled downtime: Some checks are only relevant in certain periods, for megaluring working hours.
SysOrb can be instructed only to send warnings and alerisgltirese periods. It will still perform the checks
around the clock for statistical purposes, just not sendhings or alerts outside working hours.

You configure this by specifying all the time intervals of theek, for which SysOrb shoultbt send warnings
or alerts. For instance if you want SysOrb to monitor a sefnegn 8 am to 4 pm every workday, you would add
downtime intervals from 0:00:00 to 8:00:00 and from 16:@0t® 23:59:60 on each of Monday to Friday, and
one interval from 0:00:00 to 23:59:60 on Saturday and Sunday

Note: If all checks on a node should be monitored during the same set of intervals, you can set up the
downtime intervals for the node, instead of for each check.

« Unexpected downtime: When SysOrb detects a problem on a check, you sometimes thradvsomeone will
deal with it at some specific later time. You do not want to bedkd with SysOrb messages until then. In that
case you can use these fields to instruct SysOrb not to sendramngs or alerts regarding this check until
some later point in time.

Using the drop-down box labelédbde down you can select that the check will be down for 1, 3, 6 or 24 hours
You can also select the option named "Until", and enter a aaditime in the text field to the right.

- Good score: If the check is successful this value is added to the checdse.
Default value:-5

- Warning score: If the check exceeds the warning tresholds, as specifieceatios score is added to the check’s
score.

Default value
« Alert score: If the check exceeds the alert tresholds, as specified atiosescore is added to the check’s score.
Default value15

In addition to these settings continuous AgentChecks Hawéallowing options. The appropriate units depending
on the actual check, e.iyB for free disk space, are listed to the right of these fields.

- Alert when above: If the monitored value climbs above this threshold an aldlttbe raised.
Default value Disabled

- Warn when above: If the monitored value climbs above this threshold a wagmiill be raised.
Default value Disabled

- Warn when below: If the monitored value drops below this threshold a warniilgbe raised.

Default valueDisabled
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« Alert when below: If the monitored value drops below this threshold an aléltthve raised.

Default valueDisabled

Note: When the value crosses any of these boundaries, a warning or alert may not be sent immediately. This
depends on the Alert Strategy setting, and the score settings if the ScoreKeeper strategy is selected. Please
refer to Section 1.3 for an explanation.

Enumeration AgentChecks have one option for each statehtbekamay result in. That option determines if a
warning or alert is to be be raise, should the check resultergiven state. The possible settings for each state are
Good Warnor Alert.

When deciding on warning and alert tresholds be sure to éhmesaningful values. For example, if you monitor a
database server with approximately 10GB data on a 15GB elé@eould not make sense to raise an alert when
there is less than 1GB free space. The other way around itdvoake sense to raise a warning, or possibly an
alert, if there is more than 10GB free space as this might bsezhby unexpected loss of data in the database.

As noted above all thresholds are disabled by default whieAna that when enabling a AgentCheck you need to
consider not only what to monitor but alkowyou monitor it. Even if you create a check, with all the thrasls
disabled, you will still be able to view the graphs for the idey so this is a good way to document how much a
machine is stressed.

To enable an AgentCheck on a host, do the following:

« Select theConfigure button from the navigation buttons at the top.

- Browse into the domain containing the host in question.

+ Select theedit option for the host you wish to configure a new AgentCheck on.

- Press thégentCheck button on the left.

- Press th&how all button to get a tree of all AgentChecks found by the Agent.

+ Press thé\dd button to configure an AgentCheck.

« Specify the check parameters for the AgentCheck.

« Press th@®©K button to add the AgentCheck to the chosen host oCduecel to cancel.

4.4.2.1. LogChecks

The SysOrb Agent can scan log files for error messages, orrfexpected messages. Before you are able to
configure any LogChecks, you will need to tell the Agent wHitds may be monitored. This is a safety measure,
guarding agaist a compromised SysOrb Server being ablérievesa copy of any file on the hosts running SysOrb
Agents. (See thédministrator's Guidefor more information on how to configure the SysOrb Agent toval
LogCheck).

If you see a group called LogChecks beneath AgentChecks,ytbe are ready to go on. Browse through the
directories below the LogChecks group to find the file you viamhonitor.

When scanning a log file, the Agent will start from the positighere it stopped the last time. (End of file at that
time.) That means that scanning the log file frequently @vgry 30 seconds) does not mean, that the entire file is
read through twice every minute.

The Agent must know how to separate the entries of the log filesy log files contain one entry per line, other
separate the entries by a line with only dashes, or by an elnptyThis can be configured for each log file in the
web interface.

After splitting the log file into entries, the Agent will lookt one entry at a time, and based on a set of rules
determine whether that particular entry should be repdddbe SysOrb Server, and if it is a warning or alert, or
just an informational message.
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How to split the entries, and the rules to apply to each of tladterwards is specified through the following
configuration options specific for LogChecks:

- Separator: A POSIX regular expression that describes the separatbbétween two adjacent log entries. The
default '\r?\n’ is to use each new line as a log entry.

Please Note: Certain characters must be prepended with a backslash (i.e.\), if they are to be used to specify
a separator. Theseare:. [\ ] () * NS+ 2 {}]

For more information about regular expressions, please see http://www.regular-expressions.info/tutorial.html

Default valueAr?\n

« Separator inclusion: This field can take one of three values, that determines wehdb with the log entry
separator. It is only useful if your separator pattern maycimaomething non-trivial, that you want to include
with the log entry. "Append to previous entry" will appene tbeparator to the entry just before the separator.
"Prepend to next entry" will prepend the separator to thé eetty found. "Discard the separator"” will just throw
away the separator and only consider the text between depmsas entries.

Default valueDiscard the separator

- Rules: This text box is used to enter rules. The rules specifiesiwlbig entries that should be handled, and what
to do with them. Each rule is terminated by a semicolon andistsof two parts separated by a colon.

An example of a rule could b&rror’: alert log;. This rule will make sure that all lines containing the sgrin
Error (case sensitive) will result in an alert, and be logged indi@base.

The left part of the rule specifies which log entries shouldamé#his rule. The syntax is that of a POSIX regular
expression enclosed in single quotes. It is also possibtate a number of regular expressions separated by
and, or. Any regular expression can optionally be preceededdiyExample’Error on’ and 'Drive’ and not
"empty’, will match entries containing botarror on  andDrive in no particular order, but not containing the
the stringempty anywhere.

The right part of the rule specifies what to do with an entryahiag the rule. It can be one of the states: ok,
warm, or alert, followed by one of the actions: log or quiehjeh tells whether the entry should be logged on
the SysOrb Server in order for you to view later.

Another example of a rule could BgE€]rror’: alert log;. This rule will make sure that all lines containing
either the stringerror  orerror , will result in an alert, and be logged in the database.

If multiple applications write into the same log (e.g. thendbws Event Log) you may want to split that log into
multiple LogChecks, which will show warning and errors widually on overview pages and mail notifications.
This can be achived with the LogCheck forwarding featureysdCab.

Example of forwarding!”~[":]*:Browser:’: moveto 'Browser’; this will cause all entries havingrowser
between the first and second colon on the line to be moved ihtog&heck called Browser (which will be
created if it does not exists). The moved entries will be pssed through all of the rules of the LogCheck called
Browser, and be logged over there if the rules says so. Thisgntill not be processed through the remaing
rules of the originating LogCheck, in order for this to happsecopyto instead ofmoveto.

You can insert comments in the list of rules by starting a livih '#'. SysOrb will ignore these lines when
processing the log.

Default valueEmpty

When configuring a new LogCheck you can start by putting theheall rule’.*": ok log; as the very last (or maybe
only) one. That will log everything to the SysOrb server. Yuall probably quickly find out a number of messages,
that you do not want to see in the web interface. You shouldhmitules for those above the catch-all rule, that
way any unexpected message will still turn up in the web fatar, for you to decide if it should be ignored or not.
After a while you could even modify the catch-all rule to riesuwarnings if any unexpected messages turn up.
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4.4.2.1.1. Event Log checks

A SysOrb agent running on Windows is able to check the Evegslio addition to text log files. Event Logs are
handled slightly different than ordinary log files

Checking of any Event Log is enabled per default on the Sys@emnt. If you consider it a security problem that
SysOrb users will be able to configure a check on for instameeécurity Event Log on all your machines, then
you should disable this feature on the Agent, before stititsee theAdministrator's Guiddor more information
on how to configure the SysOrb Agent with respect to which filgisbe permitted for LogChecks.

First off, the Event Log is already divided into separateiesf and thus SysOrb does not need a separator pattern
to find out when one entry ends and the next begins.

The other difference is that an Event Log entry has more tait fa simple string of text, but the regular expressions
in the rules are only able to handle strings. Therefore tte8y agent converts every Event Log entry into a string
in the following way.

The Agent composes a colon-separated string of the folipwin form:
type:source:category:event_id:user:computer:desmnip for instance: Informa-
tion:SNMP:0:1001:N/A:MyComputer:The SNMP Service hasteid successfully.

This string is then tested against the patterns in the rategsent to the server if it matches.

A very simple rule could look like this:

'SNMP’: warn log;

The pattern matches every string contain8iMP And causes it to be logged with a yellow warning icon. The
above example string contaiBsiIMRtwice), so that would be logged.

This rule is a bit too simple, as it would also match unreld&egédnt Log entries, which happen to contain the word
SNMPsomewhere in the desription text. (That could just be pa# filename.) We really want the rule to match
only entries, whose source$&\NMP That can be done, but first we will consider a simpler case.

In this rule
‘AInformation”: ok quiet;

the caret causes the pattern to match only when the wtmagnation ~ appears at the very beginning of the string.
This will match all information type messages, without &atg errors or warnings, which happen to contain the
word Information  in the description text.

We can now proceed with the SNMP example:
'""Error:SNMP:". alert log;

This pattern will match all strings beginning wikiror:SNMP: | i.e. error messages whose source is SNMP. (As
source is the second field in the colon delimited string.)

To catch both errors and warnings related to SNMP one caewrit
"N(Warning|Error):SNMP:’: alert log;

The pipe and parenteses mean that eitii@ming or Error must preceed the first colon in order for this pattern
to match.

If you want to match every record from the SNMP source, regasdof the event type, you can use the regular
expressiori:] *, which matches any number of characters as long as ther@a@ans among them. This can
be used in a rule like this:

‘A[N] *x:SNMP:: alert log;
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The wildcard can be used more than once in a singe rule, farios if we want to catch event number 6009 from
the SNMP source. SysOrb places the event number as the falidfin the colon delimited string, so we do not
care about the first and third field, only the secon and foditiis can be achived with the following pattern:

'‘NN] *:SNMP:[™]  +:6009:: alert log;

4.4.3. snmpChecks

If a node supports the SNMP protocol it is possible to morttiernode using that. SNMP can provide much more
information than NetChecks, but does not require insiathadf extra software like AgentChecks. This is useful for
monitoring SNMP aware printers/switches/routers/firésydlut can also be used to monitor a ordinary computers.
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To enable an snmpCheck on a node, do the following:

+ SelectConfigure from the navigation buttons at the left.
« Select the domain containing the node you wish to enable &egks on.
- Select theedit option for the node you wish to edit.

+ Select thesnmpChecks option.
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- Select theShow All button.

- If you see no checks in the list, you need to scan the SNMP déjesbof the node. Click th&can button at
the bottom of the page to start the scan. The scanning udasig a few minutes, watch the Incident log to be
sure. A log messages will be inserted when the scanning stad when it completes.

- Browse the tree to find the item to monitor and selédtl. If there are no checks in the tree, then go back to
the Configure, and selecEdit for the node. In there write the corre€bommunity andPassword and press the
Scan button.

« Configure the check.
- Press th@®K button to accept the changes or thancel button to discard the changes.

snmpChecks are like AgentChecks grouped into continuodssanmeration. The configuration parameters are
equal to those of the AgentChecks, please ref&dction 4.4.2or a thorough description.

4.4.4. Cumulative checks

Some SysOrb checks measures events per second or bytesqed, sghen what you really want to know is the
total number of events/bytes in one day, week or month. §fighthe case, you can use cumulative checks.

If you want to monitor the monthly traffic on a switch or roupert for instance, you should first configure ordinary
checks on ifinOctets and ifOutOctets on the port in questimu do not have to configure any alert limits on the
check itself.

You should then see an option callgdd acc.] to the right of the newly enabled check. Click that link, ardiy
will be presented with a configuration dialog with optionstite accumulation, that you are about to create.

« Accumulation period: This allows you to selec the period for which to accumulat&adrom the check. Possible
values are: 1 day, 1 week, 1 month, 3 months, 6 months, 1 year.

Default value:l month

« Rolling accumulation: SysOrb support two types of accumulations: rolling or ndk. A monthly rolling
accumulation will sum the traffic for the last 30 days, e.gnfr3 pm April 15th to 3 pm May 15th. A monthly
calendar accumulation will sum the traffic from the starthaf turrent month to now, e.g. from midnight May
1stto 3 pm May 15th.

Default value Disabled(calendar accumulation)

- One shot alert: This field applies only to calendar accumulations. When lyave configured upper limits to
the accumulated traffic, and that limit has been reache@bglthrough the accumulation period, then you may
not want to continually receive alerts because of the actafinn, which cannot possible drop below the limit
before the start of next accumulation period (when the sumsist.)

Note: Emails and SMS’es are inherently unreliable. If you enable one shot alerts, and the email get lost,
you will never receive notifacation about the condition. Alternatively you can refrain from enabling one shot
alerts, and instead make use of unexpected downtime whenever you receive alerts from the accumulation.

Default valueDisabled

The rest of the options works as for ordinary checks. Only arn when below andAlert when below does
not make sense for calendar accumulations, as they woultyaltsigger when the sum is reset at the beginning of
every month (or whatever period is selected.)
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4.5. Dependencies

SysOrb can maintain dependencies between checks an/os,riaderder to limit the amount of alerts sent to
administrators when faults occur. For example, when a bawklyouter is down, there is no point in alerting
everyone that ICMP (ping) checks to all nodes behind the lbaa& router are failing. Dependencies allow SysOrb
to "filter out" alerts from nodes that are marked as depenalingther failing nodes or checks.

4.5.1. Implicit dependencies

There are both implicit and explicit dependencies in thetesys Implicit dependencies are dependencies that
SysOrb knows will invariably exist - they cannot be configlireany way.

The following implicit dependencies exist in the system:

- Exported domains depend on the synchronization statuseketthe master and the importing satellite. No
remote check/node alerts are sent if the domain is not sgncted.

- Agent Checks depend on the Agent Checkin status. No ageck alterts are sent if the agent does not check in.

The picture illustrates an exported domain, with a numbeoadies. The domain synchronization has failed (marked

with a red cross in the "checkin" column), and the implicipdedencies in SysOrb now cause all actual checks
performed on nodes in the domain to be marked as "Dependent".
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The end result is, that administrators will receive alertghe failing domain sync, but they will not receive alerts
on all nodes and checks inside the domain. This lets the astmaitors focus on the actual problem at hand, rather

than being overwhelmed with alerts from hundreds or thodsarfi checks that cannot be performed (because of
the failing sync).

4.5.2. Explicit dependencies

There is no mechanism in SysOrb (yet) to automatically deitez relationships between checks and nodes, across
a large site setup (short of the previously mentioned intaiependencies). It is therefore up to the administrators
to explicitly configure in the system which dependenciesglexist between nodes and checks.

© Evalesco A/S 36



Chapter 4. Host/Node Management

Remember, dependencies are a tool to help "filter out" veglealert messages - SysOrb will function without
the dependencies set up, but once set up they can significanptfove the quality of the alerts from SysOrb by
limiting the number of irrelevant alerts being transmitted

4.5.3. Simple dependency setup

In this example we will configure a dependency between anedfiiewall and the local LAN switch. The SysOrb
Server is located on the LAN, and it follows that SysOrb cadruheck the firewall if the LAN is down.
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In order to keep this example very simple, we have only condidan ICMP (ping) check on the firewall and one
on the LAN switch. We wish to set up a dependency so that theditéCMP check depends on the LAN switch
ICMP check - so, if the firewall fails we will receive alerts tivat, but if the LAN switch fails we will only receive
alerts on the LAN switch failure, not from the firewall ICMPeadtk (which will also fail because SysOrb cannot
ping the firewall when the switch is down).

Now, we pres€onfigure, and choose to edit the Firewall node. UnbletChecks we click the checkbox next to
the ICMP check, and notice that tBependencies button at the bottom of the screen is activated.
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We click theDependencies button and are now prompted to select which nodes or cheekfirdwall ICMP

check will depend upon. We could select any domain, node eclcln the domain hierarchy - we navigate to the
LAN switch and simple select the LAN switch node.
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That's it! We have now told SysOrb that if the LAN Switch no@dd in any way, then we do not want to receive
alerts from the Firewall ICMP check. If, however, the Firéd@MP check is failing and the LAN Switch is fine,
then we will receive alerts from the Firewall ICMP check (aswiould expect).

Pulling the plug on the LAN switch will result in both the LANvitch and the Firewall checks failing - but because
of the dependency we defined, only the LAN switch will be marks failing. The Firewall will be marked as
"Dependent” - meaning, its status is ignored because itratlpen a check which is currently failing.
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As seen on the screen shot above, when we unplug the LAN sulitehCMP check on that switch fails. And the
ICMP check on the firewall (which is now unreachable becahbsesnhtire LAN is down), is also failing. But the
firewall ICMP check is marked with a different icon; a greyad @on with an arrow that tells us this check is
depending on another check. Alerts will thus not be sent fiferfirewall ICMP check, only from the switch ICMP
check.

4.5.4. NodeClass dependencies

Dependencies can be used in conjunction with NodeClasseslbsfor a thorough description of the NodeClass
concept, please s&ection 4.6

If, for example, we wish to make all ICMP checks depend on thABl Iswitch from the previous example, we could
choose to configure the dependency on the ICMP check Nodefideer than on each individual ICMP check. In
order for this dependency to work, the ICMP checks must ofsmbe configured via the NodeClass, rather than
set up independently.
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To configure a dependency on a NodeClass check, locate te& ahder the relevant NodeClass. Now, one can
again select the check by marking the check-box, and cleb#pendencies button at the bottom of the screen.
From there on, the dependency configuration is identicdlegtevious example.

4.6. NodeClasses

SysOrb allows you to group nodes across domains. The graepsaied NodeClasses. A node may belong to
multiple NodeClasses.

Belonging to a NodeClass may have various implications fbiode. It may associate a descriptive icon to the
Node, e.g. all Nodes belonging to the "Microsoft Windows"dg€€lass will have the familiar icon. It may also
imply a number of Checks automatically being set up on theeNddis is the most powerful use of NodeClasses,
it allows one to only have to set up the required checks onoesfch group of identical Nodes, and to easily modify
the configuration afterwards.

SysOrb comes with a number of pre-defined NodeClasses, thiatan use as you see fit. You can define more
NodeClasses yourself, and you can even modify or deleterthdgfined NodeClasses if you like. Mind however,

that the pre-defined NodeClasses contain carefully crafételction rules, which allow SysOrb to automatically

put new or existing nodes into appropriate classes.
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4.6.1. Sub-classes (inheritance)

The pre-defined NodeClass "Web Server" is supposed to camt@iodes running a web server of any sort. Another
NodeClass is "Apache Web Server" which should contain alkesaunning that particular application. Of course,
any node belonging to "Apache Web Server" should also bathg/eb Server".

This relationship between the NodeClasses is declared bynmdApache Web Server" a sub-class of "Web
Server", we equivalently say that "Apache Web Server" ithérom "Web Server", and that "Web Server" is a
base class to "Apache Web Server". It means that any Nodadgalpto the "Apache Web Server" class implicitly
also belongs to the "Web Server" class (and any classes filoochWwWWeb Server" inherits.) This will cause any
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Check templates in the "Web Server" class to be inheritetiéd'Apache Web Server" class, and thus apply to
nodes belonging to the "Apache Web Server" class. The "Ap¥idEb Server” class can add more check templates
and/or override some of the generic web server checks.

4.6.2. Associating NodeClasses to a Node

To set the NodeClasses to which a node belongs follow theps:st

- SelectConfigure to the left in order to goto configure mode.
+ Inthe tree that appears, browse the domain hierarchy totiméllode in question, and cli¢kdit next to it.
+ Click NodeClasses (right below theEdit Node button.)

- You should now be able to browse all avaiable NodeClasséwtteft, while checking the wanted NodeClasses
and selecting them by clicking the right-arrow in the veaticar.

« When you have selected all the NodeClasses you want, ©lick

Immediately after assigning the Node to some NodeClasss©r8 will check to see if the NodeClasses define
any check templates, and in case they do, apply them to the.Nod
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Caution: Should you ever dis-associate a node from a NodeClass wich have check templates, then the checks
will immediately be deleted from the node. Setting all of them up again requires no more effort than associating
with the NodeClass again, but the historical data will be lost. That means you should be careful when changing
the set of NodeClasses to which a node belongs, once checks are set up and have been so for a while.
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4.6.3. Creating / Editing NodeClasses

To add your own NodeClasses, or edit/delete existing orliek, €onfigure and go to the root domain (or a
subdomain, if you want your new class to only be visible wittiiat domain and its subdomains.) Then click on
the item namedlodeClasses, to expand it and see the root NodeClasses.

If your new NodeClass is completely unrelated to the exgstilasses, e.g. you want to make NodeClasses "1st
floor", "2nd. floor", etc. to track the physical location okthodes. Then you probably want to create a new root
NodeClass called "Floors". You do that by clickidgld NodeClass while viewing the root NodeClasses, and
filling out the form. You should check the fielbstract for a root class like "Floors". That will prohibit nodes
from belonging to "Floors" directly, allowing the nodes teldng to sub-classes of "Floors" only.

Probably most of the time your new NodeClasses will belongeshere in the existing class hierarchy. If you
for instance would make NodeClasses for various releasgsufoperating system, then these classes should be
sub-classes of the existing NodeClass for (any releasdat)operating system. To create on of these these, you
should browse the NodeClass hierarchy finding for instalmeékreeBSD" class, and clickingdd NodeClass to
create an "FreeBSD 4.3" sub-class.

When creating or editing a NodeClass, your can fill in theolwlhg fields:

- Name: A short name of the NodeClass. This name will be shown in cotmewith any node belonging to the
class, so please select a name that properly describes delmhging to this NodeClass.

- Abstract: If you check this field, then no nodes will be allowed to beldadhis class directly, (they can still
belong to this class indirectly, by belonging to a non-adadtsub-class of this NodeClass.) This field is set for
the predifined classes "Operating Systems", "Applicatiansl more, as it makes no sense for a node to belong
to "Operating Systems", but it makes perfect sense for a tobelong to the sub-class "Microsoft Windows".

- Information URL: Here you may provide an URL link to some resource relevanhéates belonging to this
class. This link will be accesible from tidode Info subpage of any node belonging to this class.

- Description: This field is for an description of which nodes should belamthis class.

- Auto-promote: This field has effect when SysOrb is assigning NodeClassesdes during auto-discovery.
If SysOrb determines that a node should belong to the basseedaof this one (the classes from which this
one inherits), and this class is marked auto-promote, thas®& will "promote” the node into belonging to
this NodeClass. This feature may seem odd, but it is veryulisejou for instance want slightly different
web server classes for each SysOrb domain, (e.g. on foMetnaservers and one for internet accesible web
server.) Both are detected by the fact that they respond di8pgpbut they reside in the "Internal” and "Internet”
domains respectively. By creating two new NodeClassesmtteei "Internal” domain and one in the "Internet"
domain, both inheriting from the standard web-server ¢lassl both having auto-promote enabled, SysOrb
will automatically assign the right class during auto-digery, depending on in which SysOrb domain the auto-
discovery is performed.

+ PNG Icon: If you want all nodes belonging to this class to have a comroon,ithen you can optionally upload
a 24x24 pixel PNG image here. SysOrb does not accept gifigpgor any other image format besides png. If
your image processor does not support the png image forineat ytou may visit http://www.libpng.org/pub/png/
for a list of tools to create png images.

4.6.4. Check templates

This is the most powerful feature of NodeClasses. You are tabspecify that all nodes belonging to a particular
NodeClass should have a number of checks automaticallypsethis is not a one time duplication, like the
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node copying feature which is also available in SysOrbeladtchecks on all nodes belonging to a NodeClass is
continually kept up-to-date with the check templates fromModeClass.

Even though a node has checks set up according to some chmeplates from a NodeClass, you are still able
to manually configure more checks on that node. If you latedifgdhe NodeClass template checks, then these
modifications will be propagated to the appropriate chelelesing the manually configured checks untouched.

If a node is member of multiple NodeClasses, it will receivetinion of all checks configured in the NodeClasses.
E.g. you have an "Apache web server" class with a templateRHdlfeck and a "Postfix mail server" class with
a template SMTP check, then one server which runs both ofgghkcations will naturally belong to both Node-
Classes, and automatically have both the HTTP and the SMé&&katonfigured.

Before you can set up check templates for a NodeClass, yotilmue at least on node belonging to the Node-
Class. Preferably you should have associated all of thadiei® nodes to the NodeClass, before configuring check
templates, as that will allow SysOrb to compose the complettef available checks for the affected nodes.

You configure check templates by clickifglit next to a NodeClass, and selecti@geck config in the menu.

Then you will be presented with a tree containing all Net&seSnmpCheck and AgentChecks available on any
of the nodes belonging to the NodeClass. You may browse éleeaind configure any of the checks, just as if you
were configuring checks for a single node. These configuraiidll have immediate effect on all nodes belonging

to the NodeClass.
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Location Edit View Go Bockmarks Tools Setfings Window Help
EBnBO00dwEHEeaMEa QOO KKK E8,

B Location \Jw:ﬂ 3058855875+ 1.30588558838 nodeclass=1.30588558938 server=localhost:2211 H 17| \

o

MNETWORK MONITORING SYSTEM g a-
Overview Configure in Root domain -> NodeClasses -> Operating System -» Linux -> Check
configuration for NodeClass Debian Linux
IHodeClass: Debian Linux
SYSIEfSEaIn Edit NodeClass | Checks on all Modes belonging to Debian Linux
Views |/ Chack doniig Name State Options
Logout Inheritance E’ 1 noce
Detection ~[C1AgentChecks
Logged in as [ ENEEheEks
atimin - [C]snmpChecks
Quick links
dmin Guide

User Guite =]

v

[+

[Page loaded.

Some checks come in a group of similar checks. E.g. the filesyfree space AgentChecks or the SnmpChecks
in the group ifTable. With NodeClasses you can configure ladicks in such a group at once. This beats the
QuickConfig feature in the way that it is not a one time dupiaa but checks on the node are continually kept
up-to-date with the check templates from the NodeClasselfitode is later re-scanned, and more checks appear
in the group (e.g. an extra disk driver or new switch portgntthese checks are instantly set up according to the
NodeClass templates.

You configure all checks in a group by browsing into the "Altrggs" folder, which appear at the very bottom of
groups like "FS free space" and "ifTable".
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If you do not see there special folders, then you may needdecade the SysOrb Agent and/or rescan the node.

4.6.4.1. LogChecks and NodeClasses

You may want multiple NodeClasses to contribute with rutethe same LogCheck. The most obvious example is
the windows Event Log. The "lIS" NodeClass, the "Exchangeti®Class, the "Print Server" NodeClass, and the
"Windows" NodeClass itself all would like to add some rulestte Event Log check.

If you simply configure a check template for an Event Log Log€hin all of the NodeClasses, then you get a
NodeClass configuration conflict. Just as if you configure @timer check like (e.g. CPU Idle time) in multiple

NodeClasses, and a node happen to belong to more than orsefNueleClasses. SysOrb simply does not know
from which NodeClass it should take the configuration.

To work around this limitation, you should use parasiticiamd LogChecks. Parasitic LogChecks works by "steal-
ing" the log entries from a host LogCheck. l.e. each time dryarrives to the host LogCheck, the entry is first

run through all the rules of the parasite LogCheck, only ifi@of these rules match will the entry run through the
rules of the host LogCheck.

Back to the Event Log example. The recommended way to setauddleClasses in that case, is to configure the
Event Log check itself in the "Windows" NodeClass (and omlythe "Windows" NodeClass.) The other Node-

Classes, which wants additional rules put into the Eventdtoerk, should do so by means of a parasitic Forward
LogCheck on the Event Log check.

© Evalesco A/S 44



Chapter 4. Host/Node Management

[9.55-01 50 5= Denvlicersele Koiero DL
Location Edit View Go Bookmarks Tools Settings Window Help
B0l EHceweas Q0K KAGQS

B Location; | &1meg.domain=0.1&nodeclass= 1.3056655866855¢/= G lagentchecks.G 1log.G 1%2F forward.server=localnost22 1|~ | \E\

SYSORB FVLESEO Ty
NETWORK MONITORING SYSTEM , g -
Overview Configure in Root domain -> NodeClasses -> Applications -> Web Server -> Check configuration for NodeClass Internet
Information Server (113)
= NodeClass: Internet Information Server (115)
ystem setup
Viea EdlogeClees Create Check [mass configuration)
|[Greckeonfs ey name ( ]
Logout Inheritance =
Detecion Check label ( |
Information URL
Logged in as \7‘
i Alert group [As node [+
Guick links Alert strategy [ Immediate E}
Admin Gide Acknowledge o
User Guice alerts
NodeClass check setup A
Final [m]
Active [

LogCheck parameters
Parasitt on [Eventlog [+]
Wam if silest
for B —
Disabled
L L

®

Disabled

4.6.5. Detection rules

During auto-discovery (se€hapter $ SysOrb is able to automatically assign the newfound noaleppropriate
NodeClasses. To enable this, each NodeClass may have a nofaatection rules, which basically states, that if
the node behaves in a certain way during auto-discoveny,ittghould belong to this NodeClass.

There are a number of detection rule types:

- Can connect to port: With this rule type, you specify a port number, and the ruléaes if the node responds
to TCP requests on that port. Example: If you are creating @el@tass "Microsoft SQL Server”, then you can

make a rule stating that any node responding on TCP port 138 belong to this class. (As 1433 is the port
used by the Microsoft SQL server.)

« SMTP / POP3 / IMAP / FTP Greeting: These four types of rules exploits the fact that accorindheofour
aforementioned protocols, the server has to send a greatisgage, before the connecting client may send the
first request. During auto-discovery SysOrb sends no reégjuag it still records the greeting sent by the server.

This greeting message is matched against the pattern givenef detection rule in the form of POSIX regular
expression.

For more information about regular expressions, please suibn
http://www.opengroup.org/onlinepubs/007908799/xbdml

« HTTP: This type works just like the above, but matches the pattgameahe reply from the server. The requested
page is "/" ie. the root page of the server, which most oftémigex.html".

- Is pingable: This type of rule has no parameters, and simply matches iidke responds to ping (ICMP echo)
requests.

« Has DNS service: This type of rule has no parameters, and simply matches ihtii® responds to DNS
requests on UDP port 53.

« SNMP OID prefix: Every SNMP agent has an number sequence (OID) which identifeevendor and exact
type of the SNMP agent. This number sequence consists ofssegubnce identifying the vendor, followed by
a subsequence chosen by the vendor to identify the particatiel/type of SNMP agent. For instance: an HP
ProCurve 4104GL Switch identifies itself by the followingiDi.3.6.1.4.1.11.2.3.7.11.27 . Inthis case
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1.3.6.1.4.1.11 is allocated to HP, an2l3.7.11.27  is the sequence chosen by HP to identify the particular
ProCurve switch.

When setting up this type of rule, you should enter an OID pyefhich for instance could be3.6.1.4.1.11
. The rule will match if the node responds to SNMP requestd tha OID returned by the SNMP agent on the
node starts with the given prefix. That means that any HP devi be matched by the above example prefix.

« Node info: If an SysOrb Agent has been installed on a node it will send bathe server some information
about the Node ie. Node info. You can view this Node info byt filewing the Node and then select tNede
info button. The pattern is matched against this Node info. Fa.ggm detect a Linux OS by using the following
patternOS.Id. =Linux .

You configure detection rules by clickirigdit next to a NodeClass, and selectiRgles in the menu.

4.6.6. Distributing standard NodeClasses

If you are a systems integrator or consultant dealing witlitipia SysOrb installations, then over time you will
probably refine your best practice into a set of NodeClas#@gstection rules and check configuration templates.

You may want to transfer updated versions of these Node&idssm your reference system to various SysOrb
installations. This can be achieved using the XML exponm utilities mentioned in the SysOrb administrators
guide.

You can export all NodeClasses from the root domain of a Sys@rver with the following command:
sysorb-exporter -l admi n -1 NodeClass+ -f best practi ce. xni

You can later import these NodeClasses into another Sys@xerswith the following command, which will
overwrite existing nodeclasses with the same name as tlseiitge XML file:

sysorb-importer -I admi n -f best practi ce. xni

For further instruction on how to use the XML tools, pleasesdt the SysOrb administrators guide.

4.7. NodeViews

Sometimes a specific subset of the NetChecks, AgentChecksrampChecks on a node is of particular interest

to some people. If a single monitored machine runs both a welesand mail server, it makes sense to put the
http response time (NetCheck) along with a log check on the seever error log (AgentCheck) and other check

relating to the web service into one group. And put the médlteel checks into another group. For these situations
SysOrb allows you to group together a subset of the checkes@enade, and showing the combined status of these
checks on the node overview page with a user specified label.

In SysOrb these subsets are called NodeViews, (the genenes\tan contain checks from several nodes, see
Chapter 7) To create a NodeView go to the configuration page for theeraotl select thlodeViews tab, then
click the buttonAdd NodeView. You will then be prompted for a name for the new NodeView, god will see

a list of all NetChecks, AgentChecks and snmpChecks on the.rferom this list you can select the checks which
are to be members of the NodeView, a single check may be meofineunltiple NodeViews. After selecting the
wanted checks clicloK.

After creating your first NodeView you can seléaterview to the very left in order to see it. You should see
the name of the NodeView above the usual node status box.coheniext to the name shows the worst status of
any check in the NodeView. By clicking the name you will beeatal see the status of all checks belonging to the
NodeView.
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4.8. MultiCheck graphs

Presenting the results from multiple checks in a singlelycam provide insights into how different checks interact
or simply provide a more detailed view of the current statua ononitored device or system. MultiChecks provide
a way of configuring a view of multiple existing checks in agiengraph.

You can add a MultiCheck anywhere where you can have chenkgriNetChecks, AgentChecks or SnmpChecks.
Simply go toConfigure under a node, and sele&tid MultiCheck.

Node: blackbird.ewan evalesco.com
Edit Node Name State O Options
NodeClasses <y AgentChecks
NetChecks [ AgentActions
| AgeniChecks
snmpChecks
QuickConfig
NodeViews

(] €ustorn AgentChecks
[C]Free Memory
[CIFS free space

[ interface events

[ nterface throughput

[Edit][Delete]

Rescan

In the example image here, we can see that there already idtiahmeak named "Temperatures” right above the
Add MultiCheck option.

After clicking the Add MultiCheck button, a name for the MultiCheck must be specified. Pick dmrtsand
descriptive name that would fit the MultiCheck you wish toatee In this example, we namelibad response
because we wish to display the response time of the serversagfze load of the server, to see if the response time
is affected noticeably by the load of the server.

Once the empty MultiCheck has been named, it is now possitadd eithesingle serie®r sumsof a set of series
to the MultiCheck.
MultiCheck: Load response
Edit Check Name Checks Options
| Series Add curve representing a single check

Add curve representing the sum of multiple checks
Back

In order to create a MultiCheck with tHead of the server and theesponse timef the server, we simply click
Add curve representing a single check once to add théoad and once to add thtMAP check For each check

or "series" that is added, one must choose a descriptive famigs series. The name defaults to the check name
of the series, but it many cases it can be desirable to ingder name instead.

One can add any number of checks to a MultiCheck. Howeves ririely practical to add more than 4-8 checks,
because the resulting graphs become increasingly difficuitterpret. Another thing one should consider, is the
unit of the included checks. The graph routines in SysOrb will axate axes to the graph to accommodate one
unit per axis. If one adds many checks with different unhs, graph will become much more difficult to read for
most users, as graphs with more than two or three axes aremohaonly used elsewhere.

Once the series we want in the MultiCheck have been addedhtiek configuration should look something like
the image below.

MultiCheck: Load response

Edit Check Name Checks Options
| series 55 IMAP response ST IMAP/143] [Edit] [Delete]
A4 Load -B] UN*X load average[Edit] [Delete]

Add curve representing a single check
Add curve representing the sum of multiple checks
Back

In the example, we have added two existing checks to the Rldick; the IMAP response time (a NetCheck) and
the UN*X load average (an AgentCheck).

Clicking Overview to the left will take us fronConfigure mode toOverview mode, and will show us the Multi-
Check. Take a look at the example image below, and read ohdaxplanation of the graph.
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History of Load response on blackbird.ewan.evalesco.com

2007/05/15 12:58 to 2007/05/15 13:58 (1 hour):

—+— IMAP response Min: 1.0 ms Avg: 3.4 ms Maz: 67.0 ms
Loa Min: o Freg: 0,127 Max: 0,880

ns
40.0 1.00

; AT VW L O SN N i

13:00 19110 13120 13130 13:40 1550

The blue box left o MAP responseells us that this series is associated with the left-sids. @orrespondingly,
the blue box to the right of theoadline tells us that the load average series is associatedhathight-side axis.

Looking at the right-side and left-side axes, it is also cighy the two checks are associated with each their axis.
The left-side axis (response time) represents 0 to 40 mée wie right-side axis (load) represents a (unit-less) load
average from 0O to 1.

The above begs the questiomhat happens with the axes as we add more selliesRat case, SysOrb attempts
to do the most sensible thing; it will collect all series whigse identical units on the same axis. And it will add
axes as needed, to accommodate every unit used. The endwiisé a graph withas few axes as possible

the example below, we have add8M TP responséwhich is measured in ms just like the IMAP response), and
processor temperature (which is measured in Degrees €glgich will be the 3rd unit we add to the graph).

2007/05/15 13:17 to 2007/05/15 14:17 (1 hour):
—+— CPU Temp Min: 33.0 C Avg: 34.6 C Maz: 36.0 C
IMAP response Min: 1.0 ms Avg: 3.1 ms Max: 32.0 ms
SMTP response Min: 21.0 ms Avg: 28.5 ms Mazx: 94.0 ms —
Load Min: o Avg: 0.103 Mace: 0,880

[ 53
36.0 100 H1.00
4 >
o w&r@#w "
| : % |
34.0 . B . 1 Lelp—to

13:20 13330 130 13m0 100 L4t

On the above graph, we can see (from the blue box left of thidifieg that the CPU Temperature is displayed on
the left axis. The second and third lines (IMAP and SMTP respdimes) both have their boxes over the first of
the right-side axes, thus telling us that since they are bi@thsured in ms, their values can be read out on that O to
100 ms axis. The fourth series, the load, is shown on the-righgt axis, as is evident by the blue box to the right
of the fourth line, above the right-most series.

4.9. Moving Nodes between Domains

You can move Nodes into sub-, super- or sibling domains iflif@u This will move all configuration and statistical
data, and monitoring of the Nodes will be uninterrupted. Mgwodes is solely an administrative operation, used
to group Nodes conveniently, or impose Domain-based acoegsol.

- SelectConfigure to the left in order to goto configure mode
- Inthe tree that appears, choose the domain in which the Navéezurrently located.
+ Click Move Selected at the bottom of the page

- In the tree that appears, choose the domain to which you wanmbt/e the Nodes. You can browse around by
clicking the domain names, and select the domain your wantlibking the [Select] link to the right of the
Domain.

- Now you may be asked to confirm the move. This only happensrifesof the Nodes or Checks contains
references to AlertGroups, which is not visible in the Domi@ which you are about to move them. If you
choose to proceed, these references will be cleared. édNaldes will have their AlertGroup set done and
Checks will have their AlertGroup set s Node.

© Evalesco A/S 48



Chapter 5. Auto-discovering nodes on network

In order to quickly setup monitoring on a IP-address rangecan use the auto-discovery feature of SysOrb. This
will add all newly found nodes to the current domain and ea#lid checks you have choosen in to scan for.

In order to initiate an auto-discovery, do the following:

SelectConfigure to the left in order to goto configure mode

In the tree that appears, choose the domain in which to addaties found during the scan, by clicking on the
domain name.

SelectAuto-discovery at the bottom of the page

You will now see the auto-discovery startup page as showovbel

([ 550 5.0 1555 Orb Deniolicenss = Kongieror [1=alx]
Location Edit View Go Bookmarks Tools Settings Window Help
BoEBDEwEdeawega 000 KKANLS
B Location: | & vgentoo/cgifindex cgi?patn=1.2.7.1&domain= 111160862648 server=localhoste21 1|~ | \Ei
SYSORB o)
NETWORK MONITORING SYSTEM , Ny
Overview Configure in Root domain -> ScanDomain -> Starting auto-discovery
Create Auto-discovery
System setup In SysGrb domain SﬁrialDinmain [Browse]
Views IP range begin (1001 |
Logout IP range end |%|
Perform from station () [Master\aster (this stat\un)ﬂ
Loggedinas ® As domain
admin S .
= sdsting nodes A
TR albatross (10.01.18) [
User Guide
Protocols used for scanning A
IEMP (Ping) 5
HTTP ®
SMTP 3
POP3 x|
IMAP [
FTP [
DS 3]
List of ports to TCP
scan lzz1m
SNMP information used for discovery A
Community |public |
Do full SHMP scan x|
QK Cancel
=
=
EX Jlalr]

« Fill'in the requested information:

In SysOrb domain: This domain is where the newfound Nodes will be createdlskh influences which
NodeClasses is considered, when SysOrb is automaticaligrasg classes based on the services provided

by each node. Basically SysOrb only considers NodeClassdesding to the selected domain, or one of its
ancestors up to the root domain.

IP range: If you want to find machines not yet created in SysOrb, thansfwuld give an IP range for SysOrb
to scan. Both endpoints are included in the scan.

Default value254 IP addresses around the address of the SysOrb server

Existing nodes: If you want to automatically set up NetChecks and Node@wss some Nodes already
created in SysOrb, then you can check them here. Note thatgonot both enter an IP range and some
existing nodes, if you want to do both, you must start two szfgaauto-discoveries.

Protocols used for scanning: SysOrb will discover nodes by trying to contact each IP adslin the given
range on each of the protocols selected in this field. If a mesigonds to one of these protocols, the node will
be created in the domain, and a NetCheck will be configuredatigated on the node.

« SNMP Community: Nodes running a SNMP Agent will typically provide inforn@t about their brand
and model, this can be used to automatically assign the rfodesy specific NodeClasses. In order for the
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SNMP Agent to reply to SysOrb’s requests for informationsGgb must know the (read only) community of
the SNMP agent, which you can enter here. If you leave thid liElnk, no SNMP detection will take place.

Default valuepublic

+ Click theOK button to start the auto-discovery.

You wil now see a page showing the setup and progress of time ¥oa can at any time sele@K to do other
things, the scan will continue to run in the background wdtihe. In order to check the progress again just click the
auto-discovery icon that has appeared in the domain yotextéhe scan. Make sure to be in configuration mode
by selectingConfigure on the left.

5 syson SORIDEMblicense L Konguerors m

Location Edit Yiew Go Bookmaks Tocls Setings Window Help
BubdlEHwEEawea QQAUKIAKA A
B Location: | & omain=1.1116088264&networkscan= 1 3652249935& imeout=4& server=localhost2211 H 7| |§\

SYSORB" m@)_:

NETWORK MONITORING SYSTEM ,

Owerviey) Configure in Root domain -> ScanDomain -= Auto-discovery: Scanning 10.0.1.1 - 10.0,1.254
Auto-discovery running

The IP address range specified below is now being scanned for nodes. You can proceed

doing other things, and the scan will run in the background. Runhing scans are visible from

Views the normal tree overview

Logout %‘ 2% I

System setup

Seanning setup
Logged in as IP address range: 10.0.1.1t0 10.0.1.254
admin Scan using ICHP (Ping):
Quick links Sean using HTTP:
User Guide Scan using SMTP:
Scan using POP3:
Scan using IMAP:
Sean using FTP:
Scan using DNS:
Sean using SNMP:
Additional TCP ports:

EREAENRARAER
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You can make SysOrb generate a report about the conditioawfnetwork during a specified time interval. This
chapter will guide you through setting up a report templatel generating the report.

6.1. Creating a report template

A report template is used to define which parts of the monit@bkecks/Nodes/Domains you want to include in
the report. Typically you will have a few report templatesdédave SysOrb generate instances of these templates
either by explicitly requesting them, or automaticallyegular time intervals. Older instances will be available fo
reference and comparison.

To create a report template chod@enfigure in the navigation menu, and do the following steps:

6.1.1. Step 1: report type

- Inthe tree that appears, choose the domain you which to genareport for by clicking on the name.
+ Click theAdd report button.

« Give the report a name in theeport name field.

« Choose the report type. You can select one of the following:

- System availability: Reports any severe events and calculates a availabilitgpgages, downtime percentage
etc. for a all Checks/Nodes and Domains. It will also makegpdd the checks for the period.

« Severe events: Reports any severe events in the period choosen.
- Response time: Reports the response time of the checks in the period choose

- Current licenses: Reports number of licenses currenly assigned to each afdhmins configured.

+ Next select the period in time you wish to make the the repmrtYou can eighter choosepeeriod e.g. Last
week, and when the report is generated it will make the thertdpr the time interval: sunday 2 weeks ago until
last sunday.

You can also specify ime interval to make the report over. This is mostly used to generate atrepce,
whereas using a period is used if you would like to generagpart every week for example.

- In the sectiorRecurrence you can specify that SysOrb should automatically generatestance of this report
template a some given points in time.

- In the fieldEmail addresses you can specify a comma separated list of email adressepigeho should
receive a copy of the report every time an instance is gesbrahis is particularly useful in conjunction with
recurrence (above).

« Max. instances when set will limit the number of instances of this report pate, that SysOrb will store. If
the limit has been reached SysOrb will delete the oldeshitst, when a new report is to be generated.

« Last select th&ublic visible if you want other people that yourself to see reports geedray this template

+ Click theNext button to go on and select which nodes should be includedsnéport.
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6.1.2. Step 2: Node selection

Now you should select the Domains/Nodes to be included imgpert. Selecting a domain means that every Node
in that domain and its subdomains will be included in the repo

You can see the current selection in the right half of theestr&ou add or remove Nodes or Domains from the
selection by checking them and pushing one of the arrow bsitothe center bar.

If you want to include nodes primarily based on their Nods€Jdahen select the topmost domain here, and you
will be able to constrain the nodes to be included by their@@dss in the next step.

When you have made your selection, pushiest button at the bottom.

6.1.3. Step 3: NodeClass selection

If you do not select any NodeClasses at this step, then evedy Nelected in the previous step will be included in
the report.

If you select some NodeClasses here, then only nodes whichd® every one of the selected NodeClasses will
be included in the report. If you for instance select thesdas'Web server" and "Debian Linux", then only Debian
machines running a web server will be included. If you sef¢indows" and "Solaris" then no Nodes will be
included (as no node can belong to both the "Windows" and3io¢atis" NodeClass.)

If you want all of your Windows server and all of your Solaris\gers in one report, then select one of the classes
at this time. And after Step 4 go back and make an additiohetsen with the other NodeClass.

When you have made your selection, pushiest button at the bottom.

6.1.4. Step 4: Check selection

If you want all checks on the selected Nodes to appear in fi@t,ghen you can skip this step. Otherwise you can
select among all the checks present at any of the includeelsaéfidsome of the nodes does not have all the selected
checks, only the ones which is actually active on the pdeiauode will be shown in the report. (Other nodes in
the report may still have all the checks shown, if they arsg@néthere.)

When you have made your selection, pushiest button at the bottom.

6.1.5. Finalization

You have now completed the report template, and may procegeliterate a report instance from this template.

Optionally you may go back and add more selections, thistakk you through steps 2 to 4 again.

6.2. Generating the report from the template

Now that you have made a report template you are ready to genthie report. Select tf@verview in the navi-
gation menu, and do the following steps:

- In the bottom of the overview tree you can see your report tatamame. Click on it.
« You can now click the linkGenerate to generate the report.

« When the report generation is finished ie. the progress Bapgears an@enerate reappears, you can see your
reports in the list of generated reports for this templateriztime you generate a report for this template it will
be appended to this list.
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You can now view or delete the generated report as you like.

6.3. Reading the generated reports

The content of every SysOrb report is structured the sameasayour domain heirarchy. l.e. each domain is
represented by a section in the report, with subdomainesepted by subsections. When browsing through the
report you may expand or collapse each section, or you cavsetibe printable format in which every section are
expanded.

When calculating the availablity percentages for a givesc&hSysOrb does the following: For each point in time
within the interval for which this report is to be generatttg check fall into exactly one of the following three
cases:

Confimed downtime

SysOrb has statistical data indicating that SysOrb peréadrthe check, but failed to get a reply. Or that the
reply was outside the configured alarm thresholds. In stiostis the periods in which a red icon has appeared
for this check.

Confirmed uptime

SysOrb has statistical data indicating the the check wdemmeed, and returned a reply which was inside the
alarm thresholds (but may have been outside the warninghhlés.) In short, this is the periods in which a
green or yellow icon has appeared for this check.

Unconfirmed uptime

SysOrb has no statistical data for the period. This may beezhby the SysOrb server or agent having been
down for a period, or that the check was simply not configutdbat time.

The availability percentage for a single check, visiblehat very top of the section describing a check, is simply
the sum of "Confimed uptime" and "Unconfirmed uptime". In addhese numbers SysOrb makes the optimistic
assumtion, that even though the SysOrb server is down foriadoef time, everything else keeps running.

The total availability of a node is calculated as the averdglee availabilities of every one of its checks, which are
included in the report. The total availability of a domairikewise calculted as the average of the availabilities of
every node in the domain (including subdomains), whichackided in the report.
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In the SysOrb web interface you have the possibility of gingpogether some checks, nodes or domains, that you
wish to monitor more closely. These groups are calledtom Views

7.1. Adding a new view

To add a new new view, do the following:

« SelectViews in the navigation menu to the left.

+ Click theAdd view, to create a new view. You will now get a view template you chiofit.
- Enter the name you want the new view to have.

« IntheColumn edit field choose the number of boxes pr. row you want in theswi

+ Select thePublic view button, if you want other users to be able to use this view.

+ Finally press th&®k button to accept the addition of the new view.

After adding a new view you would probably like to edit it, seting the checks, nodes and domains you want to
view.

7.2. Edit a view

To select which checks, nodes or domains you want in a viewhgwe to edit it. Furthermore, you reconfigure the
layout of the view by editing it.

To edit a view, do the following:

« SelectViews in the navigation menu to the left.

- Click edit on the view you want to change. You will now see sdrages in your browser window, all containing
the text linkAdd new box. The idea is that each box can contain either a check, a naaldamain.

Sysai-Sys0m Do’ <Ml Frebd ___ OX
File Edit %iew Go Boockmarks Tools Help
@~ D@ @& [ hitp/rabatross.intem.sysorb.comksmsofindex cgi?path= 1 3. 28 server=albatn_]
B

NETWORK MONITORING SYSTEM g |
G Views - Edit view Customy

| Gonfigure stz [y | | ety
SO |20t e bo) | |l rew b || sk rew bo]| L
Blviews Confiqure View] [Dispiay View]
Lltogaut

/]

+ Click one of theAdd new box links. You will now see the usual domain tree, like in a ovewiBut on the left
of each entry in the tree, there is\ad to view link. When you click on such a link, the associated checkgenod
or domain will be put in the view box.

- Navigate to the check, node or domain you want to put in the Wiex. And click theAdd to view link.
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* SysOrh - "SysOrh Demo" - Kongueror iow v ox

Location Edit View Go Bookmarks Tools Settings indow Help

E3 Loeation | @hysorb cgiTpatn=1.32.1&p 1 _ic=1335313098view=12634 v ]
SYSORB fm@
HETWORK MONITORING SYSTEM g -
| Ovendew e optioiis
Hlcomsaue Root domain [Add to view]
] Connextivit Add to view]
Blviews o Lo : [ :
= [C5vs0r ServerCluster  [Add to view]
Wl R— Hamatros [Add to view]

] rreshadiaa nuile sysorn som At to view]
] rreshase nuic sysorn com At to view]

Y npwan [Add to view]
Y reanatsz [Add to view]
Y reanawz [Add to view]
Y reanarrz [Add to view]

.|

- You will now get back to the edit view page, where you can skkades of the view. As you can see you have
probably got a new row of empty boxes in this view. You can $eertame of the box you have just created
appear in the title row of the box.

File Edit Yew Go Bookmarks Tools Help

SysQrb - "Sys0 Dema” - Nezila Firebird

@~ D@ & [ htpffalbatross.intern sysorb comiksmeofindex cai?path=1.3.28server=albatr |
-

NETWORK MONITORING SYSTEM

HGienice Aews -> Edit view Customers
Ouerview. |

[1ocamost in domain oot do... | [ ewpty | [ ewnty |
Bl onigurey Pick upl [Remove [Editl | it e o) | | s e o |
w 2l | Ecit] (e nevy oo | et new o]
L ot ] L
[ltogout | s new o Jcil ne box] | | Aol new box

Configure Yiew] [Display View]

« Add more boxes is you see fit.
- During the process you can changéXisplay View, in order to see how the view looks.

- When you are done you can use your view as describ&egation 7.4

7.3. Reconfiguring layout of a view.

If you discover that the initial properties (ie. layout) yassigned your view at creation time isn’t appropriate, you
have the ability to change these.

To change view properties, do the following:

« SelectViews in the navigation menu to the left.

Click edit on the view you want to change.

Just below the boxes you will find@onfigure view link. Click on it.

You will get a dialog, where you can change the name, numbeoloinns in the view and the public status of
the view.

When you have changed the fields, click tk button.

7.4. Use a view

To use a view, do the following:

« SelectViews in the navigation menu to the left.

« Click on the name of the view you want to use. Any public viehattother users have made, you can see below
your own views.
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- You can now see the all the boxes for the checks, nodes andinwytu have added to this view. If the status
of one of these is good, the box will have a white background,ifit it not godd, the background will be either
a yellow or red, corresponsing to warning or alert.

+ You can click on the title of a box to quickly get to the asstaibcheck, node or domain.

Tip: If you wish to view the same view often, it is possible to bookmark it in your browser. Then when clicking
the bookmark, you will be prompted with the login-screen, and once you are logged in correctly you will be
taken to the view page.

It is also possible to change the URL, so that it will log you in automatically when you use the bookmark. For
more information about this feature see Section 10.1. This can be used to make the view the background on
your desktop for example.

7.5. Views and domains

Every view belongs to a domain. It may be the login domain efdfeating user or a subdomain of that. Placing
a view in a subdomain will allow the users logging into thatrdon to see it, too. (Assuming the view is marked
public.)

You can choose the domain, when creating the view. Afterttieaview cannot be moved.
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Sometimes, when you notice a problem with a node monitore&ys0Orb, you want to invoke a tool on that
machine, e.g. telnet to a router, or open a remote desktopservar. As SysOrb already knows the dns-namel/ip-
address of the machine, you should not have to enter that.agai

If you are viewing the SysOrb web interface through Microsatiernet Explorer, and have the Microsoft Java VM
installed, then you can actually launch you favorite tooithwall the parameters to connect to the node causing
problems using only a few clicks.

To enable this, you must first go to your preferences, andlef&lse java for tool selection”. To do this click
Configure, find yourself and clicledit, selectPreferences. Make sure that "Use java for tool selection™ is enabled,
and clickOK.

When you have enabled this preference, you can clickwerview, now you will be asked if you trust Evalesco
before the browser will run the Java Applet. For now you juigkcYes, in Section 8.1it will be explained how
you can avoid seeing this message again.

You should now notice buttons labellédunch to the right of the screen, one next to each node in the owervie
If you do not see these, please make sure that there are apteasode in the domain you are viewing, and that
the Microsoft VM is installed.

You can now clickLaunch next to one of the nodes. Now you will see a list of tools, &iyi consisting of only
"Telnet". You can launch telnet by double clicking on it.

SysOrb tools for albatross

H

Launch | ﬂl ﬂl Remove I

You probably want to use other tools besides telnet. By tigldd you can configure additional tools. The only
requirement is that the tool can be launched from the comriiaed

You probably want to try it in the command line, just once, tak@a sure you know exactly how the tool expects to
get the dns-namel/ip-address of the node it should conngébtanstance Putty can be lauched by writipgtty
-ssh server.mycompany.com

Edit tool Telnet

Label ITeInet
Commandltelnet #h

™ Ak for comfirmation before launching

¥ Launch in console
i the numerical ip address of the node
#h the "dnz-name/ip-address" as entered in the Sps0ib web-interface
“u the login of the Sys0rb uzer
%l the label of the node

*d the domain a3 a dot-separated string

m Cancel |

When you know the exact command to use you can fill out the fields

« Label: This is just used for showing on the list of tool, pick any reafor your tool.

« Command: This is the command, that should be executed to launch tileltoorder for a tool liketelnet to
work for all nodes in SysOrb, you must tell SysOrb where orctiramand line, the actual dns-name of the node
should be inserted. This is done by writing %h somewhereigfigld.

« Ask for confirmation before launching: If some of your tools could potentially be dangerous, yoobably
want to enable this. If checked SysOrb will show an "Are yoresdlialog before actually launching the tool.
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- Launch in console: If the tool opens its own GUI window, you do not need to adBwis, if it is a command
line tool like telnet of ftp you must activate this.

The list of tool is stored on the machine running the browl§gou use the web interface from multiple machines,
you will be able to have separate tool configurations, cpording to the tools installted on each machines.

8.1. Avoiding security warnings

In order to avoid being warning about potentially maliciausb code every time you open you browser on the
SysOrb web interface, you need to install the Evalesco CAifi@ate as a Trusted Root Certificate.

This is very easy, download the fitg://ftp.evalesco.com/cert/evalesco_ca.cer ,and double click it.
You will now be asked if you want to install the certificatesfjanswer yes to all the defaults.

Now hit refresh in your Internet Explorer while holding dowre ctrl-key. You should now again be asked if you
trust Evalesco, (if not close every Internet Explorer wiwdand log into SysOrb again.) This time however, there
should be a checkbox reading something like: "Always trostent from Evalesco A/S", check that and clioK.

Once this is done, Internet Explorer should stop warninguatie certificate being untrusted.
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The SysOrb Server is capable of generafmgcastson checks monitored by the system. Furthermore, warnings
can be issued based on the forecasts, enabling administtatieeceive notification of possibfetureincidents.

9.1. Understanding forecasting

Itis important to understand that the nature of the forexddistt SysOrb generates, are in many ways similar to well
known forecasts such hagather forecastsThis means, a forecast is an educated guess at what a pdssilyk
state of the system could be, based on careful analysis bbpasrvations. Like a weather forecast, a the SysOrb
Forecasts do have an uncertainty associated with them.

The reliability of the forecast is highly dependent on théuna of the data for which the forecast is generated.
Some data series are by nature highly chaotic, and thusdicfable. Other types of data lend themselves well to
forecasting.

We recommend that you simply set up forecasting for the cheokwhich you would find it useful to have fore-
casting. Let the forecasting run for some days or weeks,ikgem eye on the forecasts every now and then. It will
quickly be evident which data series are simply impossibléotecast reliably, forecasting on those can then be
disabled.

9.2. How the forecaster works

Once forecasting is enabled on a check, the forecasteiowkl &t the data available from that check. The forecaster
requiressome data history to be available in order to even considefdafecast is possible. Please make sure that
you have at least a few days worth of data available - otherthis forecaster will simply show you a "no forecast
available" message in the web interface.

Once sufficient data material is available, the forecastiéexamine these data looking for various properties, such
as "periodicity", to assess whether the data is chaotic,arerar less repetitive in its nature.

The forecaster will then attempt to "model" the data setsTheans, to generate a mathematical model that can
re-produce the known past observations. This is a ratheplioated process, and it can take many minutes (even
hours on slow computers) for it to construct this model. Isnitable model can be found, the forecaster will show
that "no forecast is available" in the web interface. In #@se it will re-try the modelling every few hours, as new
observations become available to it.

Once a model is successfully built, the forecaster will pralthe actual forecast based on that model. The gen-
eration of the forecast is a relatively simple operatiorgeothe forecast model is available. The forecast will be
updated every 30 minutes, to reflect the latest changes mhiserved data.

9.3. Configuring a forecast

From the check configuration page ($&apter 4, you can enable and configure the forecast properties s wel
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3 Sys0ch - "Sys Orb Demo" - Wizl Firebird
Eile Edit View Go Bookmarks Tools Help
(CRECREY] @ | http#abatross.intern.sysarb comiksmsofindex cgi?path=1.2.2 4.2&check=1."_/]
E
SYSORB D))
NETWORK MONITORING SYSTEM gl
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In the Forecastingsection, you have the following options:

- Enable forecasting: In order to have forecast models generated for this checki@have the actual forecasts
generated automatically, this option must be selected.

- Warn on forecasts: Once a forecast is generated, the forecaster can look thitbegorecast values and warn
administrators of any potential future problems the fostoaay indicate.

- Warn for how longin thefuture:Depending on the nature of the data that are forecast, fetead| turn out to
be reliable for longer or shorter periods of time. You may fith@t forecasts for certain checks are only reliable
for, say, two hours. Other forecasts may be reliable for daiging this option you can specify how long into
the future you want the forecaster to look for conditiong thay result in a warning condition. Specifying "1
Hour" means, that while the forecast may be generated fa@rakglays into the future, only the first hour of the
forecast will be examined for conditions that can result wagining being sent to the administrators.

- Warn only when estimated error is below: The forecaster can estimate the error margin on the foreledst
based on simulations on past observations. This optiogtetspecify the maximal error estimate that a forecast
can have, in order to be used as basis for forecast warningexemple, if you specify "5%", a forecast with an
estimated error of "7%" cannot result in warnings being seatiministrators. Any forecast with an error above
the threshold set here, will be deemed unfit for use as basierecast warnings.

These simple configuration options on the check configuratage is actually all there is to the forecasting con-
figuration.
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10.1. Automatic webinterface login

Sometimes you may want to have a directly clickable link fremme internal web page, into a specific SysOrb
status page. You cannot just copy the content of the addeeswhile viewing the SysOrb status page, because the
url contains a session identifier, which probably will nodenbe valid, when following the link later.

Instead your should paste the url from the address bar into favorite text editor, and cut out the session_id
parameter.

Example 10-1. Link to a status page

http://albatross/sysorb/index.cgi?path=1.1.1&node=1 .2260370556
&server=albatross:2222&session_id=224366472 becomesttp://albatross/sysorb/index.cgi?path=1.1.1
&server=albatross:2222

Following the above link will show the usual SysOrb loginesm, but once the user logs in, he will be taken to the
status page from the original url.

The login process can be automated further. In order for 8ys®@verify a user login, it needs a username, a
password, and the domain in which to look up the username.oh@l of these three parameters can be passed
through the link url. If all three a given, SysOrb will not stithe login page, but jump directly to the status page.
If one or more are not given, SysOrb will show a partially filie login form.

The url parameters in which you specify the login informati® calleduser nane, passwd andt | d.

Example 10-2. Link to a status page with automatic login

If you have a user john with password doe in the root domain. e THollowin
url will log in as john, and show the same status page from theample above:
http://albatross/sysorb/index.cgi?path=1.1.1&node=1 .2260370556
&server=albatross:2222&username=john&passwd=doe&tld =

When creating links like this, be sure that the user has oielying capabilities, or anyone looking at the browser
history, or at the html source will be able to log in and reagmfée your SysOrb system.

10.2. Removing naviation buttons and top bar

If you want to include a SysOrb status page in a frame withargdr page, you may not want the SysOrb navigation
buttons and top bar to show up inside the SysOrb frame.

You can suppress these bars by adding the paramétsabl et op=yes to the url. A frame html tag may
look like <frame src="http://albatross/sysorb/index.cgi?path=1 .1.1&node=1.2260370556
&server=albatross:2222&username=john&passwd=doe&tld =.&disabletop=yes">
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10.3. Making the SysOrb overview available to other
programs

As a way to import the information from the SysOrb overviewg@anto other programs, the Web interface has a
special page, which outputs an overview of all nodes and dmaplain text.

In order to view this page, type in the following URL in our larger:

http://localhost/sysorb/index.cgi?path=2&username= your | ogin
&passwd=your passwor d&tld= domai n&server= server name: port

Whereyour | ogi n,your password,domai n are replaced with the values normaly used to login (for tHawe
user these are "admin”, "admtest" and "."). & ver name andport should be the dns-name of the SysOrb
Server and the port it is running on. If the Webinterface romshe same server as the SysOrb Server these values

are "localhost" and "3241"

The output from this page has the following layout:

SysOrb text overview page

world N: Ugly C: Good A: Good
*xx  Nodes #**
test.sysorb.com N: Good C: Good A: Good
xxx  NetChecks —##*
[HTTP/80] Good
e AgentChecks — xxx
FS free space for /home Good
FS free space for / Good
Free Memory for phys Good
Free Memory for swap Good
Free Memory for virt Good
System Load for load Good
Process Presence for httpd Good
Process Presence for init Good
Process Presence for syslogd Good
Process Presence for ntpd Good
System Uptime for uptime Good
RAID status for md0 Good
System handles for alloc_fh Good
System handles for alloc_ino Good
System handles for free_fh Good
System handles for free_ino Good
Interface throughput for total receive drops ethO Good
Interface throughput for total receive errors ethO Good
Interface throughput for total received bytes ethO Good
Interface throughput for total transmitted bytes ethO Good

The format is simple. After the introductionary line at tlo@ the first line encountered is the name of the domain,
the user is logged in to. After the name of the domain a thead 8B character, and then the status for Network,
Checkin and Agents, again seperatedl®B characters.

The next line is an identification line, which can be one of .tiféhere are subdomains in the users root-domain,
the line is»+ Domains = , otherwiseitis++ Nodes *+ justas inthe example above.

The lines following the identification line, will all be indéad by aTAB character until another identification line
is outputtet for the current domain, or the information foother domain is outputted.
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After thes Domains =*= (if present) line all the subdomains to the current domaihlve listed in the same
way as the root domain is.

After the= Nodes * line all the nodes in the current domain will be listed, witleit name first on the line,
and the status after it, just like the status for the domain.

After the node line comes another identification line whicancbe eithers NetChecks #tx | wxx
AgentChecks =+ Or == snmpChecks ==+ . Afther the identification line, all the checks of the givepe is
listed, again idendented with anotliekB character. After the name of the check, the status for istedi.
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